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Overview

Each of the 34 CobiT Control Objectives, or IT Processes, is presented here.  Click on a Process to see a full description and the Process' associated metrics and Critical Success Factors. Materials customized to each process include:
· Control and Detailed Control Objectives 

· The IT Control Practice Statements, if available (these statements are being released gradually, as they are developed) 

· Critical Success Factors 

· CobiT suggested Key Performance Indicators and Key Goal Indicators 

· The Maturity Model attributes, sorted by Maturity Level 

· The Maturity Model attributes, sorted by attribute type, then Maturity Level, if available 

· A matrix detailing relationships between the Process' Detailed Control Objectives and its Key Indicators, if available 

	
	


Planning and Organization

PO1 Define a Strategic IT Plan
Domain:  Planning & Organization
Process:  PO1 Define a Strategic IT Plan
 

Business Goal: Define a Strategic IT Plan satisfies the business goal of striking an optimum balance of information technology opportunities and IT business requirements as well as ensuring its further accomplishment. 
 

Control Objective: Control over the process of defining a strategic IT plan.
Detailed Control Objectives (DCOs):
· DEFINE A STRATEGIC INFORMATION TECHNOLOGY PLAN 

· 1.1 IT as Part of the Organisation’s Long- and Short-Range Plan
Senior management is responsible for developing and implementing long- and short-range plans that fulfill the organisation’s mission and goals. In this respect, senior management should ensure that IT issues as well as opportunities are ade-quately assessed and reflected in the organisa-tion’s long- and short-range plans. IT long- and short-range plans should be developed to help ensure that the use of IT is aligned with the mission and business strategies of the organisation. 

· 1.2 IT Long-Range Plan
IT management and business process owners are responsible for regularly developing IT long-range plans supporting the achievement of the organisation’s overall missions and goals. The planning approach should include mechanisms to solicit input from relevant internal and external stakeholders impacted by the IT strategic plans. Accordingly, management should implement a long-range planning process, adopt a structured approach and set up a standard plan structure. 

· 1.3 IT Long-Range Planning — Approach and Structure
IT management and business process owners should establish and apply a structured approach regarding the long-range planning process. This should result in a high-quality plan which covers the basic questions of what, who, how, when and why. The IT planning process should take into account and adequately addressed during the planning process include the organisational model and changes to it, geographical distribu-tion, technological evolution, costs, legal and regulatory requirements, requirements of third parties or the market, planning horizon, business process re-engineering, staffing, in- or out-sourc-ing, data, application systems and technology architectures. Benefits of the choices made should be clearly identified. The IT long- and short-range plans should incorporate perfor-mance indicators and targets. The plan itself should also refer to other plans such as the organisation quality plan and the information risk management plan. 

· 1.4 IT Long-Range Plan Changes
IT management and business process owners should ensure a process is in place to modify the IT long-range plan in a timely and accurate man-ner to accommodate changes to the organisa-tion’s long-range plan and changes in IT conditions. Management should establish a policy requiring that IT long and short-range plans are developed and maintained. 

· 1.5 Short-Range Planning for the IT Function
IT management and business process owners should ensure that the IT long-range plan is regu-larly translated into IT short-range plans. Such short-range plans should ensure that appropriate IT function resources are allocated on a basis consistent with the IT long-range plan. The short-range plans should be reassessed periodically and amended as necessary in response to changing business and IT conditions. The timelyperformance of feasibility studies should ensure that the execution of the short-range plans is adequately initiated. 

· 1.6 Communication of IT Plans
Management should ensure that IT long- and short-range plans are communicated to business process owners and other relevant parties across the organisation. 

· 1.7 Monitoring and Evaluating of IT Plans
Management should establish processes to capture and report feedback from business process owners and users regarding the quality and usefulness of long- and short-range plans. The feed-back obtained should be evaluated and considered in future IT planning. 

· 1.8 Assessment of Existing Systems
Prior to developing or changing the strategic, or long-range, IT plan, IT management should assess the existing information systems in terms of degree of business automation, functionality, stability, complexity, costs, strengths and weaknesses in order to determine the degree to which the existing systems support the organisation’s business requirements.


Critical Sucess Factors (CSFs):
· The planning process provides for a prioritisation scheme for the business objectives and quantifies, where possible, the business requirements 

· Management buy-in and support is enabled by a documented methodology for the IT strategy development, the support of validated data and a structured, transparent decision-making process 

· The IT strategic plan clearly states a risk position, such as leading edge or road-tested, innovator or follower, and the required balance between time-to-market, cost of ownership and service quality 

· All assumptions of the strategic plan have been challenged and tested 

· The processes, services and functions needed for the outcome are defined, but are flexible and changeable, with a transparent change control process 

· A reality check of the strategy by a third party has been conducted to increase objectivity and is repeated at appropriate times 

· IT strategic planning is translated into roadmaps and migration strategies 

Key Goal Indicators (KGIs): 

· Percent of IT and business strategic plans that are aligned and cascaded into long- and short-range plans leading to individual responsibilities 

· Percent of business units that have clear, understood and current IT capabilities 

· Management survey determines clear link between responsibilities and the business and IT strategic goals 

· Percent of business units using strategic technology covered in the IT strategic plan 

· Percent of IT budget championed by business owners 

· Acceptable and reasonable number of outstanding IT projects 

Key Performance Indicators (KPIs):
· Currency of IT capabilities assessment (number of months since last update) 

· Age of IT strategic plan (number of months since last update) 

· Percent of participant satisfaction with the IT strategic planning process 

· Time lag between change in the IT strategic plans and changes to operating plans 

· Index of participants involved in strategic IT plan development, based on size of effort, ratio of involvement of business owners to IT staff and number of key participants 

· Index of quality of the plan, including timelines of development effort, adherence to structured approach and completeness of plan 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent IT strategic planning is not performed. There is no management awareness that IT strategic
planning is needed to support business goals. 

· 1 Initial/Ad Hoc The need for IT strategic planning is known by IT management, but there is no structured
decision process in place. IT strategic planning is performed on an as needed basis in response to a specific
business requirement and results are therefore sporadic and inconsistent. IT strategic planning is occasionally
discussed at IT management meetings, but not at business management meetings. The alignment of business requirements, applications and technology takes place reactively, driven by vendor offerings, rather than by an organisation-wide strategy. The strategic risk position is identified informally on a project-by-project basis. 

· 2 Repeatable but Intuitive IT strategic planning is understood by IT management, but is not documented.
IT strategic planning is performed by IT management, but only shared with business management on an as
needed basis. Updating of the IT strategic plan occurs only in response to requests by management and there is
no proactive process for identifying those IT and business developments that require updates to the plan.
Strategic decisions are driven on a project-by-project basis, without consistency with an overall organisation
strategy. The risks and user benefits of major strategic decisions are being recognised, but their definition is
intuitive. 

· 3 Defined Process A policy defines when and how to perform IT strategic planning. IT strategic planning
follows a structured approach, which is documented and known to all staff. The IT planning process is reasonably sound and ensures that appropriate planning is likely to be performed. However, discretion is given to individual managers with respect to implementation of the process and there are no procedures to examine the process on a regular basis. The overall IT strategy includes a consistent definition of risks that the organisation is willing to take as an innovator or follower. The IT financial, technical and human resources strategies increasingly drive the acquisition of new products and technologies. 

· 4 Managed and Measurable IT strategic planning is standard practice and exceptions would be noticed by
management. IT strategic planning is a defined management function with senior level responsibilities. With respect to the IT strategic planning process, management is able to monitor it, make informed decisions based on it and measure its effectiveness. Both short-range and long-range IT planning occurs and is cascaded down into the organisation, with updates done as needed. The IT strategy and organisation-wide strategy are increasingly becoming more coordinated by addressing business processes and value-added capabilities and by leveraging the use of applications and technologies through business process re-engineering. There is a well-defined process for balancing the internal and external resources required in system development and operations. Benchmarking against industry norms and competitors is becoming increasingly formalised. 

· 5 Optimised IT strategic planning is a documented, living process, is continuously considered in business goal
setting and results in discernable business value through investments in IT. Risk and value added considerations
are continuously updated in the IT strategic planning process. There is an IT strategic planning function that is
integral to the business planning function. Realistic long-range IT plans are developed and constantly being
updated to reflect changing technology and business-related developments. Short-range IT plans contain
project task milestones and deliverables, which are continuously monitored and updated, as changes occur.
Benchmarking against well-understood and reliable industry norms is a well-defined process and is integrated
with the strategy formulation process. The IT organisation identifies and leverages new technology developments to drive the creation of new business capabilities and improve the competitive advantage of the organisation.


PO2 Define the Information Architecture
Domain:  Planning & Organization
Process:  PO2 Define the Information Architecture
Business Goal: Define the Information Architecture satisfies the business goal of optimizing the organization of the information systems.
Control Objective: Control over the process of defining the information architecture. 
Detailed Control Objectives (DCOs): 
· DEFINE THE INFORMATION ARCHITECTURE 

· 2.1 Information Architecture Model
Information should be kept consistent with needs and should be identified, captured and communicated
in a form and timeframe that enables people to carry out their responsibilities effectively and on a timely basis. Accordingly, the IT function should create and regularly update an information architecture model, encompassing the corporate data model and the associated information systems. The information architecture model should be kept consistent with the IT long-range plan. 

· 2.2 Corporate Data Dictionary and Data Syntax Rules
The IT function should ensure the creation and continuous updating of a corporate data dictionary
which incorporates the organisation’s data syntax rules. 

· 2.3 Data Classification Scheme
A general classification framework should be established with regard to placement of data in information classes (i.e., security categories) as well as allocation of ownership. The access rules for the classes should be appropriately defined. 

· 2.4 Security Levels
Management should define, implement and maintain security levels for each of the data classifications identified above the level of “no protection required.” These security levels should represent the appropriate (minimum) set of security and control measures for each of the classifications and should be re-evaluated periodically and modified accordingly. Criteria for supporting different levels of security in the extended enterprise should be established to address the needs of evolving e-commerce, mobile computing and telecommuting environments.
Critical Success Factors (CSFs):
· A corporate data administration function is established, at a high enough level, with sufficient authority to administer the corporate data model and information standards 

· Information architectural standards are documented, communicated and complied with 

· The data model is simple and clear to all 

· A corporate data model representing the business is defined and drives the information architecture 

· Data ownership is allocated and accepted 

· Data and data models are kept current 

· An automated repository is used to ensure consistency between the components of the information systems infrastructure, such as information architecture, data dictionaries, applications, data syntax, classification schemes and security levels 

· Understanding information requirements sufficiently enough in advance Key Performance Indicators 

Key Goal Indicators (KGIs):
· Faster application development 

· Decreased time to market for major information systems 

· Implementation of defined confidentiality, availability and integrity requirements 

· Reduction of data redundancy 

· Increased interoperability between systems and applications 

· Percent of the corporate data dictionary available to users in an automated manner 

Key Performance Indicators (KPIs):
· Percent of IT budget assigned to information architecture development and maintenance 

· Number of application changes occurring to realign with the data model 

· Percent of information integrity requirements documented in the data classification scheme 

· Number of application and system incidents caused by inconsistencies in the data model 

· Amount of rework caused by inconsistencies in the data model 

· Number of errors attributed to the lack of currency of the information architecture 

· Time lag between changes in the information architecture and applications 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent There is no awareness of the importance of the information architecture for the organisation. The knowledge, expertise and responsibilities necessary to develop this architecture do not exist in the organisation. 

· 1 Initial/Ad Hoc Management recognises the need for an information architecture, but has not formalised either a process or a plan to develop one. Isolated and reactive development of components of an information architecture is occurring. There are isolated and partial implementations of data diagrams, documentation, and data syntax rules. The definitions address data, rather than information, and are driven by application software vendor offerings. There is inconsistent and sporadic communication of the need for an information architecture. 

· 2 Repeatable but Intuitive There is an awareness of the importance of an information architecture for the organisation. A process emerges and similar, though informal and intuitive, procedures are followed by different individuals within the organisation. There is no formal training and people obtain their skills through hands-on experience and repeated application of techniques. Tactical requirements drive the development of information architecture components by individuals. 

· 3 Defined Process The importance of the information architecture is understood and accepted, and responsibility for its delivery is assigned and clearly communicated. Related procedures, tools and techniques, although not sophisticated, have been standardised and documented and are part of informal training activities. Basic information architecture policies have been developed including some strategic requirements, but compliance with policies, standards and tools is not consistently enforced. A formally defined data administration function is in place, setting organisation-wide standards and is beginning to report on the delivery and use of the information architecture. Organisation-wide automated data administration tools are emerging, but the processes and rules used are defined by database software vendor offerings. 

· 4 Managed and Measurable The development and enforcement of the information architecture is fully
supported by formal methods and techniques. The process is responsive to changes and business needs. Accountability for the performance of the architecture development process is enforced and success of the information architecture is being measured. Formal training activities are defined, documented and consistently applied. Supporting automated tools are widespread, but are not yet integrated. Internal best practices are shared and introduced to the process. Basic metrics have been identified and a measurement system is in place. The information architecture definition process is proactive and focused on addressing future business needs. The data administration organisation is actively involved in all application development efforts to ensure consistency. An automated repository is fully implemented and more complex data models are being implemented to leverage the information content of the databases. Executive information systems and decision support systems are leveraging the available information. 

· 5 Optimised The information architecture is consistently enforced at all levels and its value to the business is continually stressed. IT personnel have the expertise and skills necessary to develop and maintain a robust and responsive information architecture that reflects all the business requirements. The information provided by the information architecture is consistently and extensively applied. Extensive use is made of industry best practices in the development and maintenance of the information architecture including a continuous improvement process. The strategy for leveraging information through data warehousing and data mining technologies is defined. The information architecture is continuously improving and takes into consideration non-traditional information on processes, organisations and systems. 

PO3 Determine Technological Direction 

Domain:  Planning & Organization
Process:  PO3 Determine Technological Direction
Business Goal: Determine Technological Direction satisfies the business goal of taking advantage of available and emerging technology to drive and make possible the business strategy.
Control Objective: Control over the process of determining technological direction. 
Detailed Control Objectives (DCOs):
· DETERMINE TECHNOLOGICAL DIRECTION 

· 3.1 Technological Infrastructure Planning
The IT function should create and regularly update a technological infrastructure plan which is in accordance with the IT long- and short-range plans. Such a plan should encompass aspects such as systems architecture, technological direction and migration strategies. 

· 3.2 Monitor Future Trends and Regulations
Continuous monitoring of future trends and regulatory conditions should be ensured by the IT function so that these factors can be taken into consideration during the development and maintenance of the technological infrastructure plan. 

· 3.3 Technological Infrastructure Contingency
The technological infrastructure plan should be assessed systematically for contingency aspects
(i.e., redundancy, resilience, adequacy and evolu-tionary capability of the infrastructure). 

· 3.4 Hardware and Software Acquisition Plans
IT management should ensure that hardware and software acquisition plans are established and reflect the needs identified in the technological infrastructure plan. 

· 3.5 Technology Standards
Based on the technological infrastructure plan, IT management should define technology norms in order to foster standardisation. 

Critical Success Factors (CSFs):
· Business technology reports are disseminated to business units 

· Technology changes are pro-actively monitored for threats and opportunities, with clearly assigned responsibilities and with a defined process that uses proven and reliable resources 

· Monitoring results are evaluated at senior management levels and actions are agreed upon and integrated into the IT infrastructure plan, while maintaining alignment with the IT strategic plan 

· A research, prototyping and testing facility is set up focusing on demonstrating business value and on identifying constraints and opportunities, rather than technological proficiency 

· Technology infrastructure planning is translated into plans for technology acquisition, staff training and recruitment, with regard for technology usage policies and standards 

· Roadmaps and migration strategies exist to take the organisation from the current state to the future state of IT infrastructure 

· Technology direction and planning assumptions are reassessed independently at appropriate times 

· The IT infrastructure plan is regularly assessed for contingency aspects 

· An open exchange on technology developments and good relationships with vendors and third parties promotes industry watch functions and benchmarking time-to-market 

Key Goal Indicators (KGIs):
· Number of technology solutions that are not aligned with the business strategy 

· Percent of non-compliant technology projects planned 

· Number of non-compatible technologies and platforms 

· Decreased number of technology platforms to maintain 

· Reduced applications deployment effort and time-to-market 

· Increased interoperability between systems and applications 

Key Performance Indicators (KPIs):
· Percent of IT budget assigned to technology infrastructure and research 

· Number of months since the last technology infrastructure review 

· Business functions' satisfaction with the timely identification and analysis of technological opportunities 

· Percent of technological domains within the technology infrastructure plan that have sub-plans specifying current state, vision state, and implementation roadmaps 

· Average length of time between the identification of potentially relevant new technology and the decision as to what to do with that technology 

Maturity Model, sorted by Maturtiy Level:
· 0 Non-existent There is no awareness of the importance of technology infrastructure planning for the entity. The knowledge and expertise necessary to develop such a technology infrastructure plan does not exist. There is a lack of understanding that planning for technological change is critical to effectively allocate resources.
· 1 Initial/Ad Hoc Management recognises the need for technology infrastructure planning, but has not formalised either a process or plan. Technology component developments and emerging technology implementations are ad-hoc and isolated. There is a reactive and operationally focused approach to planning. Technology directions are driven by the often-contradictory product evolution plans of hardware, systems software and applications software vendors. Communication of the potential impact of changes in technology is inconsistent. 

· 2 Repeatable but Intuitive There is implicit understanding of the need for and importance of technology planning. This need and importance is communicated. Planning is, however, tactical and focused on generating technical solutions to technical problems, rather than on the use of technology to meet business needs. Evaluation of technological changes is left to different individuals who follow intuitive, but similar processes. There is no formal training and communication of roles and responsibilities. Common techniques and standards are emerging for the development of infrastructure components. 

· 3 Defined Process Management is aware of the importance of the technology infrastructure plan. The
technology infrastructure plan development process is reasonably sound and is aligned with the IT strategic plan. There is a defined, documented and well-communicated technology infrastructure plan, but it is inconsistently applied. The technology infrastructure direction includes an understanding on where the organisation wants to lead or lag in the use of technology, based on risks and alignment with the organisation strategy. Key vendors are selected based on the understanding of their long-term technology and product development plans, consistent with the organisation direction. 

· 4 Managed and Measurable IT staff have the expertise and skills necessary to develop a technology infrastructure plan. There is formal and specialised training for technology research. The potential impact of changing and emerging technologies is taken into account and validated. Management can identify deviations from the plan and anticipate problems. Responsibility for the development and maintenance of a technology infrastructure plan has been assigned. The process is sophisticated and responsive to change. Internal best practices have been introduced into the process. The human resources strategy is aligned with the technology direction, to ensure that IT staffs can manage technology changes. Migration plans for introducing new technologies are defined. Outsourcing and partnering are being leveraged to access necessary expertise and skills. 

· 5 Optimised Benefits and returns are calculated in both financial and non-financial terms. Industry best practices are used to benchmark costs and identify approaches to increase the effectiveness of investments. Analysis of technological developments is used in the investment selection and budgeting process. There is a continuous improvement process in place. Investment decisions incorporate price/performance improvement trends, supported by new technologies and products. Funding alternatives are formally investigated and evaluated within the context of the organisation’s existing capital structure, using formal evaluation methods. There is proactive identification of variances. An analysis of the long-term cost of ownership is incorporated in the investment decisions. The investment process recognises the need to support long-term strategic initiatives by creating new business opportunities through the use of technology. The organisation has a well-understood investment risk policy regarding the lead or lag use of technology in developing new business opportunities or operational efficiencies.
PO4 Define the IT Organization and Relationships

Domain:  Planning & Organization
Process:  PO4 Define the IT Organization and Relationships
Business Goal: Define the IT Organization and Relationships satisfies the business goal of delivering the right IT services.
Control Objective: Control over the process of defining the IT organisation and relationships. 
Detailed Control Objectives (DCOs): 
· DEFINE THE INFORMATION TECHNOLOGY ORGANISATION AND RELATIONSHIPS 

· 4.1 IT Planning or Steering Committee
The organisation’s senior management should appoint a planning or steering committee to over-see
the IT function and its activities. Committee membership should include representatives from senior management, user management and the IT function. The committee should meet regularly and report to senior management.
· 4.2 Organisational Placement of the IT Function
In placing the IT function in the overall organisation structure, senior management should ensure authority, critical mass and independence from user departments to the degree necessary to guarantee effective IT solutions and sufficient progress in implementing them, and to establish a partnership relation with top management to help increase awareness, understanding and skill in identifying and resolving IT issues. 

· 4.3 Review of Organisational Achievements
A framework should be in place for reviewing the organisational structure to continuously meet objectives and changing circumstances. 

· 4.4 Roles and Responsibilities
Management should ensure that all personnel in the organisation have and know their roles and responsibilities in relation to information systems. All personnel should have sufficient authority to exercise the role and responsibility assigned to them. Roles should be designed with consideration to appropriate segregation of
duties. No one individual should control all key aspects of a transaction or event. Everyone should be made aware that they have some degree of responsibility for internal control and security. Consequently, regular campaigns should be organised and undertaken to increase awareness and discipline. 
· 4.5 Responsibility for Quality Assurance
Management should assign the responsibility for the performance of the quality assurance function
to staff members of the IT function and ensure that appropriate quality assurance, systems, controls and communications expertise exist in the IT function’s quality assurance group. The organisational placement within the IT function and the responsibilities and the size of the quality assurance group should satisfy the requirements of the organisation. 

· 4.6 Responsibility for Logical and Physical Security
Management should formally assign the responsibility for assuring both the logical and physical security of the organisation’s information assets to an information security manager, reporting to the organisation’s senior management. At a minimum, security management responsibility should be established at the organisation-wide level to deal with overall security issues in an organisation. If needed, additional security management
responsibilities should be assigned at a system-specific level to cope with the related security issues. 

· 4.7 Ownership and Custodianship
Management should create a structure for formally appointing the data owners and custodians. Their roles and responsibilities should be clearly defined. 

· 4.8 Data and System Ownership
Management should ensure that all information assets (data and systems) have an appointed owner who makes decisions about classification and access rights. System owners typically delegate day-to-day custodianship to the systems delivery/operations group and delegate security responsibilities to a security administrator.
Owners, however, remain accountable for the maintenance of appropriate security measures. 

· 4.9 Supervision
Senior management should implement adequate supervisory practices in the IT function to ensure that roles and responsibilities are properly exercised, to assess whether all personnel have sufficient authority and resources to execute their roles and responsibilities, and to generally review key performance indicators. 

· 4.10 Segregation of Duties
Senior management should implement a division of roles and responsibilities which should exclude the possibility for a single individual to subvert a critical process. Management should also make sure that personnel are performing only those duties stipulated for their respective jobs and positions. In particular, a segregation of
duties should be maintained between the following functions:
• information systems use
• data entry
• computer operation
• network management
• system administration
• systems development and maintenance
• change management
• security administration
• security audit 

· 4.11 IT Staffing
Staffing requirements evaluations should be performed regularly to ensure the IT function has a sufficient number of competent IT staff. Staffing requirements should be evaluated at least annually or upon major changes to the business, operational or IT environment. Evaluation results should be acted upon promptly to ensure adequate staffing now and in the future. 

· 4.12 Job or Position Descriptions for IT Staff
Management should ensure that position descriptions for IT staff are established and updated reg-ularly.
These position descriptions should clearly delineate both authority and responsibility, include definitions of skills and experience needed in the relevant position, and be suitable for use in performance evaluation. 

· 4.13 Key IT Personnel
IT management should define and identify key IT personnel. 

· 4.14 Contracted Staff Policies and Procedures
Management should define and implement relevant policies and procedures for controlling the activities of consultants and other contract personnel by the IT function to assure the protection of the organisation’s information assets. 

· 4.15 Relationships
IT management should undertake the necessary actions to establish and maintain an optimal coordination, communication and liaison structure between the IT function and various other interests inside and outside the IT function (i.e., users, suppliers, security officers, risk managers).
Critical Success Factors (CSFs):
· The IT organisation communicates its goals and results at all levels 

· IT is organised to be involved in all decision processes, respond to key business initiatives and focus on all corporate automation needs 

· The IT organisational model is aligned with the business functions and adapts rapidly to changes in the business environment 

· Through encouraging and promoting the taking of responsibility, an IT organisation develops and grows individuals and heightens collaboration 

· There are clear command and control processes, with segregation where needed, specialisation where required and empowerment where beneficial 

· The IT organisation properly positions security, internal control and quality functions, and adequately balances supervision and empowerment 

· The IT organisation is flexible to adapt to risk and crisis situations and moves from a hierarchical model, when all is well, to a team-based model when pressure mounts, empowering individuals in times of crisis 

· Strong management control is established over the outsourcing of IT services, with a clear policy, and awareness of the total cost of outsourcing 

· Essential IT functions are explicitly identified in the organisation model, with clearly specified roles and responsibilities organisation 

Key Goal Indicators (KGIs):
· Number of delayed business projects due to IT organizational inertia or unavailability of necessary capabilities 

· Number of core IT activities outside of the IT organization that are not approved or are not subject to IT organizational standards 

· Number of business units supported by the IT organization 

· Survey rating of IT staff’s business focus, morale and job satisfaction 

· Percent utilization of IT personnel on IT processes that produce direct business benefits 

Key Performance Indicators (KPIs):
· Age of organizational change, including reorganization or organizational reassessment 
· Number of organizational assessment recommendations not acted upon 

· Percent of IT organizational functions which are mapped into the business organizational structure 

· Number of IT units with business objectives directly cascaded into individual roles and responsibilities 

· Percent of roles with documented position descriptions 

· Average lag time between change in business direction and the reflection of the change in the IT organizational structure 

· Percent of essential functions which are explicitly identified in the organizational model with clear roles and responsibilities 

Maturity Model, sorted by Maturity Level
· 0 Non-existent The IT organisation is not effectively established to focus on the achievement of business objectives. 

· 1 Initial/Ad Hoc IT activities and functions are reactive and inconsistently implemented. There is no defined organisational structure, roles and responsibilities are informally assigned, and no clear lines of responsibilities exist. The IT function is considered a support function,without an overall organisation perspective. 

· 2 Repeatable but Intuitive There is an implicit understanding of the need for of an IT organisation; however, roles and responsibilities are neither formalised nor enforced. The IT function is organised to respond tactically, but inconsistently, to customer needs and vendor relationships. The need for a structured organisation and vendor management is communicated, but decisions are still dependent on the knowledge and skills of key individuals. There is an emergence of common techniques to manage the IT organisation and vendor relationships. 

· 3 Defined Process Defined roles and responsibilities for the IT organisation and third parties exist. The IT organisation is developed, documented, communicated and aligned with the IT strategy. Organisational design and the internal control environment are defined. There is formalisation of relationships with other parties, including steering committees, internal audit and vendor management. The IT organisation is functionally complete; however, IT is still more focused on technological solutions rather than on using technology to solve business problems. There are definitions of the functions to be performed by IT personnel and of those which will be performed by users. 

· 4 Managed and Measurable The IT organisation is sophisticated, proactively responds to change and
includes all roles necessary to meet business requirements. IT management, process ownership, accountability and responsibility are defined and balanced. Essential IT staffing requirements and expertise needs are satisfied. Internal best practices have been applied in the organisation of the IT functions. IT management has the appropriate expertise and skills to define, implement and monitor the preferred organisation and relationships. Measurable metrics to support business objectives and user defined critical success factors are standardised. Skill inventories are available to support project staffing and professional development. The balance between the skills and resources available internally and those needed from external organisations is defined and enforced. 

· 5 Optimised The IT organisational structure appropriately reflects the business needs by providing services aligned with strategic business processes, rather than with isolated technologies. The IT organisational structure is flexible and adaptive. There is a formal definition of relationships with users and third parties. Industry best practices are deployed. The process to develop and manage the organisational structure is sophisticated, followed and well managed. Extensive internal and external technical knowledge is utilised. There is extensive use of technology to assist in the monitoring of organisational roles and responsibilities. IT leverages technology to support complex, geographically distributed and virtual organisations. There is a continuous improvement process in place.
PO5 Manage the IT Investment
Domain:  Planning & Organization
Process:  PO5 Manage the IT Investment
Business Goal: Manage the IT Investment satisfies the business goal of ensuring funding and controlling disbursement of financial resources.
Control Objective: Control over the process of managing the IT investment. 
Detailed Control Objectives (DCOs): 
· MANAGE THE INFORMATION TECHNOLOGY INVESTMENT 

· 5.1 Annual IT Operating Budget
Senior management should implement a budgeting process to ensure that an annual IT operating budget is established and approved in line with the organisation’s long- and short-range plans as well as with the IT long- and short-range plans. Funding alternatives should be investigated. 

· 5.2 Cost and Benefit Monitoring
Management should establish a cost monitoring process comparing actuals to budgets. Moreover, the possible benefits derived from the IT activities should be determined and reported. For cost monitoring, the source of the actual figures should be based upon the organisation’s accounting system and that system should routinely
record, process and report the costs associated with the activities of the IT function. For benefit monitoring, high-level performance indicators should be defined, regularly reported and reviewed for adequacy. 

· 5.3 Cost and Benefit Justification
A management control should be in place to guarantee that the delivery of services by the IT function is cost justified and in line with the industry. The benefits derived from IT activities should similarly be analysed. 

Critical Success Factors (CSFs):
· All IT related costs are identified and classified 

· An effective IT asset inventory that facilitates accurate cost measurement is maintained 

· Formal investment criteria are defined for decision making in a responsive approval process, adaptable to the type of project 

· An IT delivery plan is defined, providing context so that a clear view exists of on-going work and investments, technology life cycles and technology component reusability 

· An investment decision-making process is defined and considers short- and long-term impacts, cross-divisional impacts, business justification, benefit realisation, strategic contribution, and compliance with the technology architecture and direction 

· To allow for clear choices based on impacts, measurable benefits, time-frames and feasibility, investment decisions need to be presented with options and alternatives 

· IT budgets and investments are aligned with the IT strategy and business plans 

· Expenditure approval authority is clearly delegated 

· Budgets that cover end-to-end expenditures have identifiable and accountable owners and are timely and closely tracked in an automated manner 

· Clear management accountability for realising forecasted benefits and a process to track and report on benefits realisation exist, eliminating cross-subsidies 

· There are clear management accountabilities for realising and tracking forecasted benefits 

· Decision makers consider the full impact, including complete life-cycle and adverse effects, on other business units 

Key Goal Indicators (KGIs):
· Percent of IT investments meeting or exceeding expected benefits, based on return on investment and user satisfaction 

· Actual IT expenses as percent of total organization expenses vs. target 

· Actual IT expenses as a percent of revenues vs. target 

· Percent of business owner IT budgets met 

· Absence of project delays caused by lags in investment decisions or unavailability of funding 

Key Performance Indicators (KPIs):
· Percent of projects using the standard IT investment and budget models 

· Percent of projects with business owners 

· Months since last review of budgets 

· Time lag between deviation occurrence and reporting 

· Percent of project files containing investment evaluations 

· Number of projects where business benefits are non verified post-facto 

· Number of projects revealing investment of resource conflicts after approval 

· Number of instances and time-lag in delayed use of new technology 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent There is no awareness of the importance of IT investment selection and budgeting. There is no tracking or monitoring of IT investments and expenditures. 

· 1 Initial/Ad Hoc The organisation recognises the need for managing the IT investment, but this need is communicated inconsistently. There is no formal allocation of responsibility for IT investment selection and budget development. Perceived significant expenditures require supporting justifications. Isolated implementations of IT investment selection and budgeting occur, with informal documentation. IT investments are justified on an ad hoc basis. Reactive and operationally focused budgeting decisions occur. 

· 2 Repeatable but Intuitive There is an implicit understanding of the need for IT investment selection and budgeting. The need for a selection and budgeting process is communicated. Compliance is dependent on the initiative of individuals in the organisation. There is an emergence of common techniques to develop components of the IT budget. Reactive and tactical budgeting decisions occur. Expectations based on trends in technology are beginning to be stated and their impact on productivity and system life cycles are starting to be considered in investment decisions. 

· 3 Defined Process The IT investment selection and budgeting processes are reasonably sound and cover key business and technology issues. Investment selection and policy is defined, documented and communicated. The IT budget is aligned with the strategic IT and business plans. The budgeting and IT investment selection processes are formalised, documented and communicated. Informal self-training is occurring. Formal approval of IT investment selections and budgets is taking place. The balance between the investments in human resources, hardware, systems software and application software is defined and agreed upon in order to leverage technological developments and the availability and productivity of IT professionals. 

· 4 Managed and Measurable Responsibility and accountability for investment selection and budgeting is assigned to a specific individual. Budget variances are identified and resolved. IT staff have the expertise and skills necessary to develop the IT budget and recommend appropriate IT investments. Formal costing analyses are performed covering direct and indirect costs of existing operations, as well as of proposed investments, using total cost of ownership concepts. A proactive and standardised process for budgeting is used. The shift in development and operating costs from hardware and software to systems integration and IT human resources is recognised in the investment plans. 

· 5 Optimised Benefits and returns are calculated in both financial and non-financial terms. Industry best practices are used to benchmark costs and identify approaches to increase the effectiveness of investments. Analysis of technological developments is used in the investment selection and budgeting process. There is a continuous improvement process in place. Investment decisions incorporate price/performance improvement trends, supported by new technologies and products. Funding alternatives are formally investigated and evaluated within the context of the organisation’s existing capital structure, using formal evaluation methods. There is proactive identification of variances. An analysis of the long-term cost of ownership is incorporated in the investment decisions. The investment process recognises the need to support long-term strategic initiatives by creating new business opportunities through the use of technology. The organisation has a well-understood investment risk policy regarding the lead or lag use of technology in developing new business opportunities or operational efficiencies.
PO6 Communication Management Aims and Direction

Domain:  Planning & Organization
Process:  PO6 Communicate Management Aims and Direction
Business Goal: Communicate Management Aims and Direction satisfies the business goal of ensuring user awareness and understanding of those aims.
Control Objective: Control over the process of communicating management aims and direction. 
Detailed Control Objectives (DCOs): 
· COMMUNICATE MANAGEMENT AIMS AND DIRECTION 

· 6.1 Positive Information Control Environment
In order to provide guidance for proper behaviour, remove temptation for unethical behaviour and provide discipline, where appropriate, management should create a framework and an awareness programme fostering a positive control environment throughout the entire organisation. This should address the integrity, ethical values and competence of the people, management philosophy, operating style and accountability. Specific attention is to be given to IT aspects, including security and business continuity planning. 

· 6.2 Management’s Responsibility for Policies
Management should assume full responsibility for formulating, developing, documenting, promulgating and controlling policies covering general aims and directives. Regular reviews of policies for appropriateness should be carried out. The complexity of the written policies and procedures should always be commensurate with the
organisation size and management style. 

· 6.3 Communication of Organisation Policies
Management should ensure that organisational policies are clearly communicated, understood and accepted by all levels in the organisation. The communication process should be supported by an effective plan that uses a diversified set of communication means. 

· 6.4 Policy Implementation Resources
Management should plan for appropriate resources for policy implementation and for ensuring compliance, so that they are built into and are an integral part of operations. Management should also monitor the timeliness of the policy implementation. 
· 6.5 Maintenance of Policies
Policies should be adjusted regularly to accommodate changing conditions. Policies should be re-evaluated, at least annually or upon significant changes to the operating or business environment, to assess their adequacy and appropriateness, and amended as necessary. Management should provide a framework and process for the periodic review and approval of standards, policies, directives and procedures. 

· 6.6 Compliance with Policies, Procedures and Standards
Management should ensure that appropriate procedures are in place to determine whether personnel understand the implemented policies and procedures, and that the polices and procedures are being followed. Compliance procedures for ethical, security and internal control standards should be set by top management and promoted by example. 

· 6.7 Quality Commitment
IT management should define, document and maintain a quality philosophy, policies and objectives which are consistent with the corporate philosophies and policies in this regard. The quality philosophy, policies and objectives should be understood, implemented and maintained at all levels of the IT function. 

· 6.8 Security and Internal Control Framework
Policy
Management should assume full responsibility for developing and maintaining a framework policy which establishes the organisation’s overall approach to security and internal control to establish and improve the protection of IT resources and integrity of IT systems. The policy should comply with overall business objectives and be aimed at minimisation of risks through preventive measures, timely identification of irregularities, limitation of losses and timely restoration. Measures should be based on cost/benefit analyses and should be prioritised. In addition, management should ensure that this high-level security and internal control policy specifies the purpose and objectives, the management structure, the scope within the organisation, the definition and assignment of responsibilities for implementation at all levels, and the definition of penalties and disciplinary actions associated with failing to comply with security and internal control policies. Criteria for periodic re-evaluation of the framework should be defined to support responsiveness to changing organisational, environmental and technical requirements. 

· 6.9 Intellectual Property Rights
Management should provide and implement a written policy on intellectual property rights covering in-house as well as contract-developed software. 

· 6.10 Issue-Specific Policies
Measures should be put in place to ensure that issue-specific policies are established to document management decisions in addressing particular activities, applications, systems or technologies. 

· 6.11 Communication of IT Security Awareness
An IT security awareness programme should communicate the IT security policy to each IT user and assure a complete understanding of the importance of IT security. It should convey the message that IT security is to the benefit of the organisation, all its employees, and that everybody is responsible for it. The IT security awareness programme should be supported by, and represent, the view of management.
Critical Success Factors (CSFs):
· Policy enforcement is considered and decided upon at the time of policy development 

· A confirmation process is in place to measure awareness, understanding and compliance with policies 

· Well-defined and clearly articulated mission statements and policies are available 

· Information control policies are aligned with the overall strategic plans 

· Management endorses and is committed to the information control policies, stressing the need for communication, understanding and compliance 

· Management is leading by example 

· There is practical guidance with respect to implementation of policies and procedures 

· Diverse attention-catching methods are used to repeatedly communicate important messages 

· Information control policies are current and up-to-date 

· There is a consistently applied policy development framework that guides formulation, roll out, understanding and compliance information control 
Key Goal Indicators (KGIs):
· Percent of IT plans and policies coversion mission, vision, goals, values, and code of conduct which are developed and documented 

· Percent of IT plans and policies which are communicated to all stakeholders 

· Percent of the organization that has been trained in policies and procedures 

· Improved measure of user awareness based on regular surveys 

· Number of policies and procedures addressing information control 

Key Performance Indicators (KPIs):
· Time lag between policy approval and communication to users 

· Frequency of communications 

· Age of specific information policy documents (number of months since last update) 

· Percent of budget assigned to information policy development and implementation 

· Percent of policies that have associated operational procedures to ensure that they are carried out 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent Management has not established a positive information control environment. There is no recognition of the need to establish a set of policies, procedures, standards, and compliance processes. 

· 1 Initial/Ad Hoc Management is reactive in addressing the requirements of the information control environment. Policies, procedures and standards are developed and communicated on an ad-hoc, as needed basis, driven primarily by issues. The development, communication and compliance processes are informal and inconsistent. 

· 2 Repeatable but Intuitive Management has an implicit understanding of the needs and requirements of an effective information control environment. However, practices are informal and not consistently documented. Management has communicated the need for control policies, procedures and standards, but development is left to the discretion of individual managers and business areas. Policies and other supporting documents are developed based on individual needs and there is no overall development framework. Quality is recognised as a desirable philosophy to be followed, but practices are left to the discretion of individual managers. Training is carried out on an individual, as required basis. 

· 3 Defined Process Management has developed, documented and communicated a complete information control and quality management environment that includes a framework for policies, procedures and standards. The policy development process is structured, maintained and known to staff, and the existing policies, procedures and standards are reasonably sound and cover key issues. Management has addressed the importance of IT security awareness and has initiated awareness programmes. Formal training is available to support the information control environment but is not rigorously applied. There is inconsistent monitoring of compliance with the control policies and standards. 

· 4 Managed and Measurable Management accepts responsibility for communicating internal control policies and has delegated responsibility and allocated sufficient resources to maintain the environment in line with significant changes. A positive, proactive information control environment, including a commitment to quality and IT security awareness, has been established. A complete set of policies, procedures and standards has been developed, maintained and communicated and is a composite of internal best practices. A framework for roll out and subsequent compliance checks has been established. 

· 5 Optimised The information control environment is aligned with the strategic management framework and vision and is frequently reviewed, updated and continuously improved. Internal and external experts are assigned to ensure that industry best practices are being adopted with respect to control guidance and communication techniques. Monitoring, self-assessment and communication processes are pervasive within the organisation. Technology is used to maintain policy and awareness knowledge bases and to optimise communication, using office automation and computer based training tools.
PO7 Manage Human Resources

Domain:  Planning & Organization
Process:  PO7 Manage Human Resources
Business Goal: Manage Human Resources satisfies the business goal of cquiring and maintaining a motivated and competent workforce and maximizing personnel contributions to the IT processes.
Control Objective: Control over the process of managing human resources.
Detailed Control Objectives (DCOs): 
· MANAGE HUMAN RESOURCES 

· 7.1 Personnel Recruitment and Promotion
Management should implement and regularly assess the needed processes to ensure that personnel recruiting and promotion practices are based on objective criteria and consider education, experience and responsibility. These processes should be in line with the overall organisation’s policies and procedures in this regard, such as hiring, orienting, training, evaluating, counselling, promoting, compensating and disciplining. Management should ensure that knowledge and skill needs are continually assessed and that the organisation is able to obtain a workforce that has the skills which match those necessary to achieve organisational goals. 

· 7.2 Personnel Qualifications
IT management should regularly verify that personnel performing specific tasks are qualified on the basis of appropriate education, training and/or experience, as required. Management should encourage personnel to obtain membership in professional organisations.
· 7.3 Roles and Responsibilities
Management should clearly define roles and responsibilities for personnel, including the requirement to adhere to management policies and procedures, the code of ethics and professional practices. The terms and conditions of employment should stress the employee’s responsibility for information security and internal control. 

· 7.4 Personnel Training
Management should ensure that employees are provided with orientation upon hiring and with on-going training to maintain their knowledge, skills, abilities and security awareness to the level required to perform effectively. Education and training programmes conducted to effectively raise the technical and management skill levels of personnel should be reviewed regularly. 

· 7.5 Cross-Training or Staff Back-up
Management should provide for sufficient cross-training or back-up of identified key personnel to address unavailabilities. Management should establish succession plans for all key functions and positions. Personnel in sensitive positions should be required to take uninterrupted holidays of sufficient length to exercise the organisation’s ability to cope with unavailabilities and to prevent and detect fraudulent activity. 

· 7.6 Personnel Clearance Procedures
IT management should ensure that their personnel are subjected to security clearance before they are hired, transferred or promoted, depending on the sensitivity of the position. An employee who was not subjected to such a clearance when first hired, should not be placed in a sensitive position until a security clearance has been obtained. 

· 7.7 Employee Job Performance Evaluation
Management should implement an employee performance evaluation process, reinforced by an effective reward system, that is designed to help employees understand the connection between their performance and the organisation’s success. Evaluation should be performed against established standards and specific job responsibilities on a regular basis. Employees should receive counselling on performance or conduct whenever appropriate. 

· 7.8 Job Change and Termination
Management should ensure that appropriate and timely actions are taken regarding job changes and job terminations so that internal controls and security are not impaired by such occurrences.
Critical Success Factors (CSFs):
· A framework exists for the development and maintenance of an IT human resources management plan 

· Management supports and is committed to the IT human resources management plan 

· There is consistency between the IT strategic plan and the IT human resources management plan 

· Sufficient and appropriately skilled resources are allocated to the development of the IT human resources management plan 

· Appropriate ongoing IT and orientation training resources are allocated to fulfil the needs of the IT human resources management plan 

· Succession plans consider single points of dependency to avoid leaving expertise gaps 

· Job rotation for career development is implemented 

Key Goal Indicators (KGIs):
· Age of IT human resources management plan defined by number of months since last update 

· Percent of IT staff that meet the competency profile for their role within the organization 

· Percent utilization of IT personnel on IT processes which provide direct business benefits 

· IT personnel turnover rate 

· Percent achievement of staffing complement 

· Average length of time, in months, that IT personnel jobs are open 

Key Performance Indicators (KPIs):
· Time lag between changes in the IT strategic plan and the IT human resources management plan 

· Percent of IT personnel with completed professional development plans 

· Percent of IT personnel with documented and validated performance reviews 

· Percent of training time per person 

· Percent of critical personnel cross-trained and assigned back-up personnel 

· Number of projects delayed or cancelled due to lack of IT personnel resources 

· Percent of the human resources budget assigned to the development and maintenance of the IT human resources management plan 

· Percent of IT personnel positions with documented job descriptions and hiring qualifications 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent There is no awareness about the importance of aligning IT human resources management with the technology planning process for the organisation. There is no person or group formally responsible for IT human resources management. 

· 1 Initial/Ad Hoc Management recognises the need for IT human resources management, but has not formalised a process or plan. The IT human resources management process is informal and has a reactive and operationally focused approach to the hiring and managing of IT personnel. Awareness is developing concerning the impact that rapid business and technology changes and increasingly complex solutions have on the need for new skills and competence levels. 

· 2 Repeatable but Intuitive There is implicit understanding of the need for IT human resources management. There is a tactical approach to the hiring and managing of IT personnel, driven by project-specific needs, rather than by a technology direction and an understood balance of internal and external availability of skilled staff. Informal training takes place for new personnel, who then receive training on an as required basis. 

· 3 Defined Process The process for managing IT human resources has been developed and there is a defined and documented IT human resources management plan. There is a strategic approach to the hiring and managing of IT personnel. There is a formal training plan designed to meet the needs of IT human resources. A rotational program, designed to expand both technical and business management skills, is established. 

· 4 Managed and Measurable Responsibility for the development and maintenance of an IT human resources management plan has been assigned to a specific individual with the requisite expertise and skills necessary to develop and maintain the plan. The process is responsive to change. The organisation has standardised measures that allow it to identify deviations from the plan, with specific emphasis on managing IT personnel growth and turnover. Compensation scale analysis is performed periodically to ensure that salaries are competitive with those in comparable IT organisations. IT human resources management is proactive, taking into account career path development. 

· 5 Optimised The organisation has an effective IT human resources management plan that meets the business requirements for IT and the business it supports. IT human resources management is integrated with technology planning, ensuring optimum development and use of available IT skills. Components of IT human resources management are consistent with industry best practices, such as compensation, performance reviews, participation in industry forums, transfer of knowledge, training and mentoring. Training programs are developed for all new technology standards and products prior to their deployment in the organisation. Technology is used in providing skills, training and competence requirement information in easily accessible databases, to assist the IT human resources management process. Incentive programs are defined and enforced for IT management, similar to those available for other senior management of the organisation, to reward those meeting IT performance goals. 

PO8 Ensure Compliance with External Requirements

Domain:  Planning & Organization
Process:  PO8 Ensure Compliance with External Requirements
Business Goal: Ensure Compliance with External Requirements satisfies the business goal of meeting legal, regulatory and contractual obligations.
Control Objective: Control over the process of ensuring compliance with external requirements. 
Detailed Control Objectives (DCOs): 
· ENSURE COMPLIANCE WITH EXTERNAL REQUIREMENTS 

· 8.1 External Requirements Review
The organisation should establish and maintain procedures for external requirements review and for the coordination of these activities. Continuous research should determine the applicable external requirements for the organisation. Legal, government or other external requirements related to IT practices and controls should be reviewed. Management should also assess the impact of any external relationships on the organisation’s overall information needs, including determination of the extent to which IT strategies need to conform with or support the requirements of any related third-parties. 

· 8.2 Practices and Procedures for Complying with External Requirements
Organisational practices should ensure that appropriate corrective actions are taken on a timely basis to guarantee compliance with external requirements. In addition, adequate procedures assuring continuous compliance should be established and maintained. In this regard, management should seek legal advice if required. standards for transaction message security and data storage. When trading on the Internet, man-agement should enforce adequate controls to ensure compliance with local laws and customs on a world-wide basis. 

· 8.3 Safety and Ergonomic Compliance
Management should ensure compliance with safety and ergonomic standards in the working environment of IT users and personnel. 

· 8.4 Privacy, Intellectual Property and Data Flow
Management should ensure compliance with privacy, intellectual property, transborder data flow and cryptographic regulations applicable to the IT practices of the organisation. 

· 8.5 Electronic Commerce
Management should ensure that formal contracts are in place establishing agreement between trading partners on communication processes and on standards for transaction message security and data storage. When trading on the Internet, management should enforce adequate controls to ensure compliance with local laws and customs on a world-wide basis. 

· 8.6 Compliance with Insurance Contracts
Management should ensure that insurance contract requirements are properly identified and continuously met. 

Critical Success Factors (CSFs):
· Policies and procedures relating to compliance with external requirements have been documented and communicated 

· A monitoring function reviews compliance 

· An inventory of corrective actions needed to meet external requirements is maintained 

· Follow-up processes to resolve external compliance issues are defined 

· Information is available to determine the cost of compliance with external requirements 

· Effective internal audits covering compliance are performed 

Key Goal Indicators (KGIs):
· Number of external legal, regulatory or contractual issues arising 

· Average age of external legal, regulatory or contractual open issues 

· Cost of non-compliance, such as settlements or fines 

Key Performance Indicators (KPIs):
· Frequency of compliance reviews 

· Number of exceptions identified in compliance reviews 

· Average time lag between identification of external compliance issues and resolution 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent There is little awareness of external requirements that affect IT, with no process regarding compliance with regulatory, legal and contractual requirements. 

· 1 Initial/Ad Hoc There is awareness of regulation, contract and legal compliance impacting the organisation. Informal processes are followed to maintain compliance, but only as the need arises in new projects or in response to audits or reviews. 

· 2 Repeatable but Intuitive There is an understanding for the need to comply with external requirements and the need is communicated. Where compliance has become a recurring requirement, as in financial regulations or privacy legislation, individual compliance procedures have been developed and are followed on a year-to-year basis. There is, however, no overall scheme in place ensuring that all compliance requirements are met. It is likely, therefore, that exceptions will occur and that new compliance needs will only be dealt with on a reactive basis. There is high reliance on the knowledge and responsibility of individuals and errors are likely. There is informal training regarding external requirements and compliance issues. 

· 3 Defined Process Policies, procedures and processes have been developed, documented and communicated to ensure compliance with regulations and with contractual and legal obligations. These are not always followed and some may be out-of-date or impractical to implement. There is little monitoring performed and there are compliance requirements that have not been addressed. Training is provided in external legal and regulatory requirements affecting the organisation and the defined compliance processes. Standard pro-forma contracts and legal processes exist to minimise the risks associated with contractual liability. 

· 4 Managed and Measurable There is full understanding of issues and exposures from external requirements and the need to ensure compliance at all levels. There is a formal training scheme that ensures that all staff are aware of their compliance obligations. Responsibilities are clear and process ownership is understood. The process includes a review of the environment to identify external requirements and on-going changes. There is a mechanism in place to monitor non-compliance with external requirements, enforce internal practices and implement corrective action. Non-compliance issues are analysed for root-causes in a standard manner, with the objective to identify sustainable solutions. Standardised internal best practices are utilised for specific needs such as standing regulations and recurring service contracts. 

· 5 Optimised There is a well-organised, efficient and enforced process for complying with external requirements, based on a single central function that provides guidance and co-ordination to the whole organisation. There is extensive knowledge of the applicable external requirements, including their future trends and anticipated changes, and the need for new solutions. The organisation takes part in external discussions with regulatory and industry groups to understand and influence external requirements affecting them. Best practices have been developed ensuring efficient compliance with external requirements, resulting in very few cases of compliance exceptions. A central, organisation-wide tracking system exists, enabling management to document the workflow and to measure and improve the quality and effectiveness of the compliance monitoring process. An external requirements self-assessment process is implemented and has been refined to a level of best practice. The organisation’s management style and culture relating to compliance are sufficiently strong and processes are developed well enough for training to be limited to new personnel and whenever there is a significant change.
Acquisition & Implementation

Identify Automated Solutions

Domain:  Acquisition & Implementation
Process:  AI1 Identify Automated Solutions
Business Goal: Identify Automated Solutions satisfies the business goal of ensuring an effective and efficient approach to satisfy the user requirements.
Control Objective: Control over the IT process of identifying automated solutions.
Detailed Control Objectives (DCOs): 
· 1.1 Definition of Information Requirements
The organisation's system development life cycle methodology should provide that the business requirements satisfied by the existing system and to be satisfied by the proposed new or modified system (software, data and infrastructure) be clearly defined before a development, implementation or modification project is approved. The system development life cycle methodology should require that the solution's functional and operational requirements be specified including performance, safety, reliability, compatibility, security and legislation. 

· 1.2 Formulation of Alternative Courses of Action
The organisation's system development life cycle methodology should provide for the analysis of the alternative courses of action that will satisfy the business requirements established for a proposed new or modified system. 

· 1.3 Formulation of Acquisition Strategy
Information systems acquisition, development and maintenance should be considered in the
context of the organisation's IT long- and short-range plans. The organisation's system development life cycle methodology should provide for a software acquisition strategy plan defining whether the software will be acquired off-the-shelf, developed internally, through contract or by enhancing the existing software, or a combination of all these. 

· 1.4 Third-Party Service Requirements
The organisation's system development life cycle methodology should provide for the evaluation of the requirements and the specifications for an RFP (request for proposal) when dealing with a third-party service vendor. 
· 1.5 Technological Feasibility Study
The organisation's system development life cycle methodology should provide for an examination of the technological feasibility of each alternative for satisfying the business requirements established for the development of a proposed new or modified information system project. 

· 1.6 Economic Feasibility Study
The organisation's system development life cycle methodology should provide, in each proposed
information systems development, implementation and modification project, for an analysis of the costs and benefits associated with each alternative being considered for satisfying the established business requirements. 

· 1.7 Information Architecture
Management should ensure that attention is paid to the enterprise data model while solutions are being identified and analysed for feasibility. 

· Risk Analysis Report
1.8 The organisation's system development life cycle methodology should provide, in each proposed information system development, implementation or modification project, for an analysis and documentation of the security threats, potential vulnerabilities and impacts, and the feasible security and internal control safeguards for reducing or eliminating the identified risk. This should be realised in line with the overall risk assessment framework. 

· 1.9 Cost-Effective Security Controls
Management should ensure that the costs and benefits of security are carefully examined in monetary and non-monetary terms to guarantee that the costs of controls do not exceed benefits. The decision requires formal management sign-off. All security requirements should be identi-fied at the requirements phase of a project and
justified, agreed and documented as part of the overall business case for an information system.Security requirements for business continuity management should be defined to ensure that the planned activation, fallback and resump-tion processes are supported by the proposed solution. 

· 1.10 Audit Trails Design
The organisation's system development life cycle methodology should require that adequate mechanisms for audit trails are available or can be developed for the solution identified and selected. The mechanisms should provide the ability to protect sensitive data (e.g., user ID's) against discovery and misuse. 

· 1.11 Ergonomics
Management should ensure that the information system development, implementation and change projects undertaken by the IT function pay attention to ergonomic issues associated with the introduction of automated solutions. 

· 1.12 Selection of System Software
Management should ensure that a standard procedure is adhered to by the IT function to identify all potential system software pro-grammes that will satisfy its operational requirements. 

· 1.13 Procurement Control
Management should develop and implement a central procurement approach describing a common set of procedures and standards to be followed in the procurement of information technology related hardware, software and services. Products should be reviewed and tested prior to their use and the financial settlement. 

· 1.14 Software Product Acquisition
Software product acquisition should follow the organisation's procurement policies. 

· 1.15 Third-Party Software Maintenance
Management should require that for licensed software acquired from third-party providers, the providers have appropriate procedures to validate, protect and maintain the software product's integrity rights. Consideration should be given to the support of the product in any maintenance agreement related to the delivered product. 

· 1.16 Contract Application Programming
The organisation's system development life cycle methodology should provide that the procurement of contract programming services be justified with a written request for services from a designated member of the IT function. The contract should stipulate that the software, documentation and other deliverables are subject to testing and review prior to acceptance. In addition, it should require that the end products of completed
contract programming services be tested and reviewed according to the related standards by the IT function's quality assurance group and other concerned parties (such as users, project managers, etc.) before payment for the work and approval of the end product. Testing to be includ-ed in contract specifications should consist of system testing, integration testing, hardware and component testing, procedure testing, load and stress testing, tuning and performance testing, regression testing, user acceptance testing and, finally, pilot testing of the total system to avoid any unexpected system failure. 

· 1.17 Acceptance of Facilities
Management should ensure that an acceptance plan for facilities to be provided is agreed upon with the supplier in the contract and this plan defines the acceptance procedures and criteria. In addition, acceptance tests should be performed to guarantee that the accommodation and environment meet the requirements specified in the contract. 

· 1.18 Acceptance of Technology
Management should ensure that an acceptance plan for specific technology to be provided is agreed upon with the supplier in the contract and this plan defines the acceptance procedures and criteria. In addition, acceptance tests provided for in the plan should include inspection, functionality tests and workload trials. 

Control Practice Statement

Critical Success Factors (CSFs):
· There is good knowledge of the solutions available in the market 

· Practices are defined to address not only soundness of design and robustness of functionality, but also: operability, including performance, scalability and integration; acceptability, covering administration, maintenance and support; and sustainability, in respect of cost, productivity and appearance 

· Criteria for consideration of in-house development, purchased solutions and outsourcing options are defined 

· There is a general acquisition and implementation method or system development life cycle methodology that is clear, understood and accepted 

· There is a transparent, fast and efficient process for planning, initiation and approval of solutions 

· Key users are identified to support the solution analysis and recommendation 

· Solutions are constructed from pre-defined components 

· A structured requirements analysis process is implemented 

· There is a clear definition of supplier responsibilities 

· Use proven technology as a matter of principle and new technology only where needed, justified by a business case 

· There is awareness of the total cost of ownership of the solution 

· Security and control requirements are considered early on
Key Goal Indicators (KGIs):
· Number or percent of projects restarted or redirected 

· Number or backlog of non-addressed solutions 

· Number or percent of solutions signed off by the chief technology officer or architect as in line with the IT strategy and IT architecture 

· Number or percent of solutions signed off by user as fully meeting user requirements 

· Number or percent of solutions that fully consider alternatives, feasibility and risk 

· Percent of implemented solutions formally approved by business owners and by IT 

Key Performance Indicators (KPIs):
· Time lag between requirement definition and identification of a solution 

· Number or percent of solutions returned from acceptance testing 

· Lag time before approval of identified solution 

· Number of projects involving users in requirements definition and solution selection 

· Number of solutions subsequently affected by significant change requests due to functional changes 

Maturity Model, sorted by Maturity Level 
· 0 Non-existent The organisation does not require the identification of functional and operational requirements
for development, implementation or modification of solutions, such as system, service, infrastructure,
software and data. The organisation does not maintain an awareness of available technology solutions potentially relevant to its business. 

· 1 Initial/Ad Hoc There is an awareness of the need to define requirements and identify technology solutions.
However, approaches are inconsistent and not based on any specific acquisition and implementation methodology. Individual groups tend to meet to discuss needs informally and requirements are usually not
documented. Solutions are identified by individuals based on limited market awareness, or in response to vendor offerings. There is little or no structured analysis or research of available technology. 

· 2 Repeatable but Intuitive There is no formally defined acquisition and implementation methodology, but
requirements tend to be defined in a similar way across the business due to common practices within IT.
Solutions are identified informally based on the internal experience and knowledge of the IT function. The
success of each project depends on the expertise of a few key IT individuals and the quality of documentation and decision making varies considerably. 

· 3 Defined Process The organisation has established an acquisition and implementation methodology, which
requires a clear and structured approach in determining IT solutions to satisfy business requirements. The
approach requires the consideration of alternatives evaluated against user requirements, technological
opportunities, economic feasibility, risk assessments and other factors. The process is not, however, always
followed for every project and depends on decisions made by the individual staff involved, the amount of
management time committed and the size and priority of the original business requirement. Typically, the process is bypassed or considered to be impractical. 

· 4 Managed and Measurable The organisation has established an acquisition and implementation methodology, which has evolved to the point where it is unusual for it not to be applied. Documentation is of a good quality and each stage is properly approved. Requirements are well articulated and in accordance with
pre-defined structures. The methodology forces proper consideration of solution alternatives and analysis of
costs and benefits enabling informed choices to be made. The methodology is clear, defined, generally understood and measurable. Therefore, exceptions can be easily determined and corrected by management. Solutions respond efficiently to user requirements and there is awareness that forward looking solutions can improve business processes and the competitive solution. 

· 5 Optimised The organisation's acquisition and implementation methodology has been subjected to
continuous improvement and has kept in step with changes in technology. It has flexibility, allowing it to
handle the range of projects from large-scale, organisation-wide applications to specific tactical
projects. The methodology is supported by internal and external knowledge databases containing reference
materials on technology solutions. The methodology itself produces computer based documentation in a pre-defined structure that makes production and maintenance very efficient. The organisation is often able to identify new opportunities to utilise technology to gain competitive advantage, influence business process
re-engineering and improve overall efficiency.
Acquire and Maintain Application Software

Domain:  Acquisition & Implementation
Process:  AI2 Acquire and Maintain Application Software
Business Goal: Acquire and Maintain Application Software satisfies the business goal of providing automated functions which effectively support the business process. 
Control Objective: Control over the process of acquiring and maintaining application software. 
Detailed Control Objectives (DCOs):
· 2.1 Design Methods
The organisation's system development life cycle methodology should provide that appropriate procedures and techniques, involving close liaison with system users, are applied to create the design specifications for each new information system development project and to verify the design specifications against the user requirements. 

· 2.2 Major Changes to Existing Systems
Management should ensure, that in the event of major changes to existing systems, a similar development process is observed as in the case of the development of new systems. 

· 2.3 Design Approval
The organisation's system development life cycle methodology should require that the design specifications for all information system development and modification projects be reviewed and approved by management, the affected user departments and the organisation's senior management, when appropriate. 

· 2.4 File Requirements Definition and Documentation
The organisation's system development life cycle methodology should provide that an appropriate procedure be applied for defining and documenting the file format for each information system development or modification project. Such a procedure should ensure that the data dictionary rules are respected. 

· 2.5 Programme Specifications
The organisation's system development life cycle methodology should require that detailed written programme specifications be prepared for each information system development or modification project. The methodology should further ensure that programme specifications agree with system design specifications. 

· 2.6 Source Data Collection Design
The organisation's system development life cycle methodology should require that adequate mechanisms for the collection and entry of data be specified for each information system development or modification project. 

· 2.7 Input Requirements Definition and Documentation
The organisation's system development life cycle methodology should require that adequate mechanisms exist for defining and documenting the input requirements for each information system development or modification project. 

· 2.8 Definition of Interfaces
The organisation's system development life cycle methodology should provide that all external and internal interfaces are properly specified, designed and documented. 

· 2.9 User-Machine Interface
The organisation's system development life cycle methodology should provide for the development of an interface between the user and machine which is easy to use and self-documenting (by means of online help functions). 

· 2.10 Processing Requirements Definition and Documentation
The organisation's system development life cycle methodology should require that adequate mechanisms exist for defining and documenting the processing requirements for each information system development or modification project. 

· 2.11 Output Requirements Definition and Documentation
The organisation's system development life cycle methodology should require that adequate mechanisms exist for defining and documenting the output requirements for each information system development or modification project. 

· 2.12 Controllability
The organisation's system development life cycle methodology should require that adequate mechanisms for assuring the internal control and security requirements be specified for each information system development or modification project. The methodology should further ensure that information systems are designed to include application controls which guarantee the accuracy, completeness, timeliness and authorisation of inputs, processing and outputs. Sensitivity assessment should be performed during initiation of system development or modification. The basic security and internal control aspects of a system to be developed or modified should be assessed along with the conceptual design of the system in order to integrate security concepts in the design as early as possible. 

· 2.13 Availability as a Key Design Factor
The organisation's system development life cycle methodology should provide that availability is considered in the design process for new or modified information systems at the earliest possible stage. Availability should be analysed and, if necessary, increased through maintainability and reliability improvements. 

· 2.14 IT Integrity Provisions in Application
Programme Software 
The organisation should establish procedures to assure, where applicable, that application programmes contain provisions which routinely verify the tasks performed by the software to help assure data integrity, and which provide the restoration of the integrity through rollback or other means. 

· 2.15 Application Software Testing
Unit testing, application testing, integration testing, system testing, and load and stress testing should be performed according to the project test plan and established testing standards before it is approved by the user. Adequate measures should be conducted to prevent disclosure of sensitive information used during testing. 

· 2.16 User Reference and Support Materials
The organisation's system development life cycle methodology should provide that adequate user reference and support manuals be prepared (preferably in electronic format) as part of every information system development or modification project. 

· 2.17 Reassessment of System Design
The organisation's system development life cycle methodology should ensure that the system design is reassessed whenever significant technical and/or logical discrepancies occur during system development or maintenance. 

Control Practice Statement 
Critical Success Factors (CSFs):
· The acquisition and implementation methodology is strongly supported by senior management 

· Acquisition practices are clear, understood and accepted 

· There is a formal, accepted, understood and enforced acquisition and implementation methodology 

· An appropriate set of automated support tools is available, saving time on software selection by focusing on the best of breed 

· There is separation between development and testing activities 

· Key requirements are prioritised in view of possible scope reductions, if time, quality or cost cannot be compromised 

· The approach taken and effort committed are related to the business relevance of the application 

· The degree and form of documentation required is agreed upon and followed in the implementation 

· Compliance with corporate IT architecture is monitored, including a formal process for approving deviations 

Key Goal Indicators (KGIs):
· Number of applications delivered on time, meeting specifications and in line with the IT architecture 

· Number of applications without integration problems during implementation 

· Cost of maintenance per application below the set level 

· Number of production problems, per application, causing visible downtime or service degradation 

· Number of solutions not consistent with the currently approved IT strategy 

· Reduced ratio of maintenance efforts relative to new development 

Key Performance Indicators (KPIs):
· Ratio of actual maintenance cost per application versus the application portfolio average 

· Average time to deliver functionality, based on measures such as function point or modules 

· Number of change requests related to bugs, critical errors and new functional specifications 
· Number of production problems or dysfunctionality per application and per maintenance change 

· Number of deviations from standard procedures, such as undocumented applications, unapproved design and testing reduced to meet deadlines 

· Number of returned modules or level of rework required after acceptance testing 

· Time lag to analyze and fix problems 

· Number or percent of application software effectively documented for maintenance 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent There is no process for designing and specifying applications. Typically, applications are obtained based on vendor driven offerings, brand recognition or IT staff familiarity with specific products, with little or no consideration of actual requirements. 

· 1 Initial/Ad Hoc There is an awareness that a process for acquiring and maintaining applications is required. Approaches, however, vary from project to project without any consistency and typically in isolation from other projects. The organisation is likely to have acquired a variety of individual solutions and now suffers legacy problems and inefficiencies with maintenance and support. The business users are unable to gain much advantage from IT investments. 

· 2 Repeatable but Intuitive There are similar processes for acquiring and maintaining applications, but they are based on the expertise within the IT function, not on a documented process. The success rate with applications depends greatly on the in-house skills and experience levels within IT. Maintenance is usually problematic and suffers when internal knowledge has been lost from the organisation. 

· 3 Defined Process There are documented acquisition and maintenance processes. An attempt is made to apply the documented processes consistently across different applications and projects, but they are not always found to be practical to implement or reflective of current technology solutions. They are generally inflexible and hard to apply in all cases, so steps are frequently bypassed. As a consequence, applications are often acquired in a piecemeal fashion. Maintenance follows a defined approach, but is often time-consuming and inefficient. 

· 4 Managed and Measurable There is a formal, clear and well-understood system acquisition and implementation methodology and policy that includes a formal design and specification process, criteria for acquisition of application software, a process for testing and requirements for documentation, ensuring that all applications are acquired and maintained in a consistent manner. Formal approval mechanisms exist to ensure that all steps are followed and exceptions are authorised. The methods have evolved so that they are well suited to the organisation and are likely to be positively used by all staff, and applicable to most application requirements. 

· 5 Optimised Application software acquisition and maintenance practices are in line with the agreed processes. The approach is component based, with pre-defined, standardised applications matched to business needs. It is usual for organisation-wide approaches to be taken. The acquisition and maintenance process is well advanced, enables rapid deployment and allows for high responsiveness, as well as flexibility, in responding to changing business requirements. The application software acquisition and implementation process has been subjected to continuous improvement and is supported by internal and external knowledge databases containing reference materials and best practices. The methodology creates computer based documentation in a pre-defined structure that makes production and maintenance very efficient.
Acquire and Maintain Technology Infrastructure

Domain:  Acquisition & Implementation
Process:  AI3 Aquire and Maintain Technology Infrastructure
Business Goal: Acquire and Maintain Technology Infrastructure satisfies the business goal of providing the appropriate platforms for supporting business applications.
Control Objective: Control over the process of acquiring and maintaining technology infrastructure. 
Detailed Control Objectives (DCOs): 
· 3.1 Assessment of New Hardware and Software
Hardware and software selection criteria should be based on the functional specifications for the new or modified system and should identify mandatory and optional requirements. Procedures should be in place to assess new hardware and software for any impact on the performance of the overall system. 

· 3.2 Preventative Maintenance for Hardware
IT management should schedule routine and periodic hardware maintenance to reduce the frequency and impact of performance failures. 

· 3.3 System Software Security
IT management should ensure that the set-up of system software to be installed does not jeopardise
the security of the data and programmes being stored on the system. Attention should be paid to set-up and maintenance of system software parameters. 

· 3.4 System Software Installation
Procedures should be implemented to ensure that system software is installed in accordance with the acquisition and maintenance framework for the technology infrastructure. Testing should be performed before use in the production environment is authorised. A group independent of the users and developers should control the movement of programmes and data among libraries. 

· 3.5 System Software Maintenance
Procedures should be implemented to ensure that system software is maintained in accordance with the acquisition and maintenance framework for the technology infrastructure. 

· 3.6 System Software Change Controls
Procedures should be implemented to ensure that system software changes are controlled in line with the organisation's change management procedures. 

· 3.7 Use and Monitoring of System Utilities
Policies and techniques should be implemented for using, monitoring and evaluating the use of system utilities. Responsibilities for using sensitive software utilities should be clearly defined and understood by developers, and the use of the utilities should be monitored and logged. 

Control Practice Statement 
Critical Success Factors (CSFs):
· The acquisition and implementation methodology is strongly supported by senior management 

· Acquisition practices are clear, understood and accepted 

· There is ease of integration across different technology platforms 

· Well articulated business strategy and related architectural requirements are defined and supported by senior management 

· An up-to-date inventory of hardware and software infrastructure is available 

· Relationships with vendors are well developed 

· The ability exists to adequately establish the cost of overlap between different technology platforms 

· Policies are defined to promote well considered choices between internal development, leveraging external infrastructures and outsourcing 

· The selection process focuses on using reusable components 

· Policies are defined to manage dependencies on single source suppliers 

· There is coordination with the change management processes and systems 

· A well defined life cycle methodology is used to select, acquire, maintain and remove infrastructure technology 

· Acquisition duly considers performance and capacity requirements by integrating with capacity and performance management processes 

· An appropriate set of automated support tools is available, saving time on selection by focusing on the best of breed 
Key Goal Indicators (KGIs):
· Reduced number of platforms diverging from the agreed technology infrastructure 

· Number of delays in systems implementation due to inadequate infrastructure 

· Reduced ratio of maintenance efforts relative to new development 

· Reduction of time to market of systems due to a predefined and flexible infrastructure 

· Reduced downtime of infrastructure 

· Reduced number of systems with serious interoperability problems 

· Number of application performance problems related to inadequacies in the technology infrastructure 

Key Performance Indicators (KPIs):
· Reduced number of different platforms 

· Age of platforms 

· Number of shared functions and resources 

· Number and frequency of changes 

· Number of breakdowns due to a lack of preventative maintenance 

· Number of breakdowns due to system software changes 

· Costs, based on effort and elapsed time, for major modification to system software or infrastructure 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent Technology architecture is not recognised as a sufficiently important topic to be addressed. 

· 1 Initial/Ad Hoc Changes to infrastructure are made for every new application without any overall plan. Although there is an awareness that the IT infrastructure is important, there is no consistent overall approach. 

· 2 Repeatable but Intuitive There is a consistency between tactical approaches, when acquiring and maintaining the IT infrastructure; it is, however, not based on any defined strategy and does not consider the needs of the business applications that must be supported. 

· 3 Defined Process A clear, defined and generally understood process for administering the IT infrastructure emerges. It supports the needs of critical business applications and is aligned to IT and business strategy. However, it is not possible to determine that the process is consistently applied and it is therefore not likely that the infrastructure fully supports the needs of the business applications. Outsourcing all or some of the IT infrastructure usually occurs in reaction to problems or specific opportunities. 

· 4 Managed and Measurable The acquisition and maintenance process for technology infrastructure has developed to the point where it works well for most situations, is followed consistently within IT and is component based and focused on reusability. Attempts to make changes to the infrastructure without following agreed defined processes would be detected and prevented. It is likely that the IT infrastructure adequately supports the business applications. The process is well organised, but often reactive rather than proactive. The cost and lead-time to achieve the expected level of scalability, flexibility and integration is not optimised. Outsourcing all or some of the IT infrastructure is part of the tactical plan. 

· 5 Optimised The acquisition and maintenance process for technology infrastructure is proactive and closely aligned with critical business applications and the technology architecture. Best practices regarding technology solutions are followed and the organisation is aware of the latest platform developments and management tools, including organisation-wide approaches and the need for increasing levels of reliability, availability and network security. Costs are reduced by rationalising and standardising infrastructure components and by using automation. The organisation maintains a high-level of technical awareness and can identify optimum ways to proactively improve performance, including consideration of outsourcing options. It is able to monitor and measure the performance of its existing infrastructure for timely detection of problems. The IT infrastructure is seen as the key enabler to leveraging the use of IT. Single-source supplier risks are actively managed.
Develop and Maintain Procedures

Domain:  Acquisition & Implementation
Process:  AI4 Develop and Maintain Procedures
Business Goal: Develop and Maintain Procedures satisfies the business goal of ensuring the proper use of the applications and the technological solutions put in place.
Control Objective: Control over the process of developing and maintaining procedures.
Detailed Control Objectives (DCOs): 
· DEVELOP AND MAINTAIN PROCEDURES 

· 4.1 Operational Requirements and Service Levels
The organisation's system development life cycle methodology should ensure the timely definition of operational requirements and service levels. 

· 4.2 User Procedures Manual
The organisation's system development life cycle methodology should provide that adequate user procedures manuals be prepared and refreshed as part of every information system development, implementation or modification project. 

· 4.3 Operations Manual
The organisation's system development life cycle methodology should provide that an adequate operations manual be prepared and kept up-to-date as part of every information system development, implementation or modification project. 

· 4.4 Training Materials
The organisation's system development life cycle methodology should ensure that adequate training materials are developed as part of every information system development, implementation or modification project. These materials should be focused on the system's use in daily practice. 

Control Practice Statement
Critical Success Factors (CSFs):
· Well-defined service level agreements exist, with clear links to documentation standards 

· The infrastructure and organisation are designed to promote and share user documentation, technical procedures and training material between trainers, help desk and user groups 

· User training in use of procedures is integrated with the organisation and IT training plans 

· Inventories of business processes, business procedures and IT procedures are maintained using automated tools 

· The development process ensures the use of standard operating procedures and a standard look and feel 

· A standard framework for documentation and procedures is defined and monitored 

· Knowledge management, workflow techniques and automated tools are used to develop, distribute and maintain procedures 

Key Goal Indicators (KGIs):
· Number of applications where IT procedures are seamlessly integrated into business processes 

· Number of technical solutions not adequately documented, including lack of user manuals, operations manuals and training materials 

· Composite metric of the level of satisfaction with training material, user and operational documentation 

· Reduced cost of producing and maintaining user documentation, operational procedures and training materials 

· Proficiency levels of system users based on the percent of availability used 

Key Performance Indicators (KPIs):
· Level of training attendance of users and operators for each application 

· Accuracy of change requests and completeness of user documentation, IT procedures and training materials 

· Time lag between changes and updates of training, procedures and documentation materials 

· Satisfaction survey index with regard to training material, user procedures and operations procedures 

· Reduction in number of training calls handled by the help desk 

· Number of incidents caused by deficient documentation 

· Number of application with adequate user training 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent There is no process in place with regard to the production of user documentation, operations manuals and training material. The only materials that exist are those supplied with purchased products. 

· 1 Initial/Ad Hoc The organisation is aware that a process addressing documentation is needed. Documentation is occasionally produced, but is dispersed in the organisation, inconsistent and only available to limited groups. Much of the documentation and procedures are out of date, and there is virtually no integration of procedures across different systems and business units. Training materials tend to be one-off schemes with variable quality, usually of a generic nature and often provided by third parties, without being customised for the organisation. 

· 2 Repeatable but Intuitive Similar approaches are taken with regard to producing procedures and documentation, but they are not based on a structured approach or framework. User and operating procedures are documented, but there is no uniform approach and, therefore, their accuracy and availability relies to a large extent on individuals, rather than on a formal process. Training material is available, but tends also to be produced individually and quality depends on the individuals involved. Actual procedures and quality of user support therefore can vary from poor to very good, with very little consistency and integration across the organisation. 

· 3 Defined Process There is a clearly defined, accepted and understood framework for user documentation, operations manuals and training materials. Procedures are stored and maintained in a formal library and can be accessed by anyone who needs to know. Corrections are made on a reactive basis. Procedures are available off-line and can be accessed and maintained in case of disaster. A process exists that specifies procedure updates and training materials to be an explicit deliverable of a change project. Despite the existence of defined approaches, the actual content varies because there is no control to enforce compliance with standards. Users are informally involved in the process. Automated tools are increasingly used in the generation and distribution of procedures. 

· 4 Managed and Measurable Consistent compliance has improved the defined framework for maintaining procedures and training materials. The approach taken covers all systems and business units, so that processes can be viewed from a business perspective and are integrated to include interdependencies and interfaces. Controls exist to ensure that standards are adhered to and that procedures are developed and maintained for all processes. User feedback is collected and corrective actions are initiated when feedback scores are unacceptable. Hence, documentation and training materials are usually at a predictable, good level of reliability and availability. A formal process for using automated procedure documentation and management is implemented. Automated procedure development is increasingly integrated with application systems development, facilitating consistency and user access. 

· 5 Optimised The process for user and operational documentation is constantly improved through the adoption of new tools or methods. The procedure materials are treated as a constantly evolving knowledge base which is maintained electronically using up-to-date knowledge management, workflow and distribution technologies, making it accessible and easy to maintain. The material is updated to reflect organisational, operational and software changes and is fully integrated into the business processes definition, thus supporting organisation-wide requirements, rather than only IT-oriented procedures.
Install and Accredit Systems

Domain:  Acquisition & Implementation
Process:  AI5 Install and Accredit Systems
Business Goal: Install and Accredit Systems satisfies the business goal of verifying and confirming that the solution is fit for the intended purpose.
Control Objective: Control over the process of installing and accrediting systems. 
Detailed Control Objectives (DCOs):
· INSTALL AND ACCREDIT SYSTEMS 

· 5.1 Training
Staff of the affected user departments and the operations group of the IT function should be trained in accordance with the defined training plan and associated materials, as part of every information systems development, implementation or modification project. 

· 5.2 Application Software Performance Sizing
Application software performance sizing (optimisation) should be established as an integral part of the organisation's system development life cycle methodology to forecast the resources required for operating new and significantly changed software. 

· 5.3 Implementation Plan
An implementation plan should be prepared, reviewed and approved by relevant parties and be used to measure progress. The implementation plan should address site preparation, equipment acquisition and installation, user training, installation of operating software changes, implementation of operating procedures and conversion. 

· 5.4 System Conversion
The organisation's system development life cycle methodology should provide, as part of every information system development, implementation or modification project, that the necessary elements from the old system are converted to the new one according to a pre-established plan. 

· 5.5 Data Conversion
Management should require that a data conversion plan is prepared, defining the methods of collecting and verifying the data to be converted and identifying and resolving any errors found during conversion. Tests to be performed include comparing the original and converted files, checking the compatibility of the converted data with the new system, checking master files after conversion to ensure the accuracy of master file data and ensuring that transactions affecting master files update both the old and the new master files during the period between initial conversion and final implementation. A detailed verification of the initial processing of the new system should be performed to confirm successful implementation. Management should ensure that the responsibility for successful conversion of data lies with the system owners. 

· 5.6 Testing Strategies and Plans
Testing strategies and plans should be prepared and signed off by the system owner and IT management. 

· 5.7 Testing of Changes
Management should ensure that changes are tested in accordance with the impact and resource assessment in a separate test environment by an independent (from builders) test group before use in the regular operational environment begins. Back-out plans should also be developed. Acceptance testing should be carried out in an environment representative of the future operational environment (e.g., similar security, internal controls, workloads, etc.). 

· 5.8 Parallel/Pilot Testing Criteria and Performance
Procedures should be in place to ensure that parallel or pilot testing is performed in accordance with a pre-established plan and that the criteria for terminating the testing process are specified in advance. 

· 5.9 Final Acceptance Test
Procedures should provide, as part of the final acceptance or quality assurance testing of new or modified information systems, for a formal evaluation and approval of the test results by management of the affected user department(s) and the IT function. The tests should cover all components of the information system (e.g., application software, facilities, technology, user procedures). 

· 5.10 Security Testing and Accreditation
Management should define and implement procedures to ensure that operations and user management formally accept the test results and the level of security for the systems, along with the remaining residual risk. These procedures should reflect the agreed upon roles and responsibilities of end user, system development, network management and system operations personnel, taking into account segregation, supervision and control 
· 5.11 Operational Test
Management should ensure that before moving the system into operation, the user or designated custodian (the party designated to run the system on behalf of the user) validates its operation as a complete product, under conditions similar to the application environment and in the manner in which the system will be run in a production environment. 

· 5.12 Promotion to Production
Management should define and implement formal procedures to control the handover of the system from development to testing to operations. Management should require that system owner authorisation is obtained before a new system is moved into production and that, before the old system is discontinued, the new system will have successfully operated through all daily, monthly and quarterly production cycles. The respective environments should be segregated and properly protected. 

· 5.13 Evaluation of Meeting User Requirements
The organisation's system development life cycle methodology should require that a post-implementation review of operational information system requirements (e.g., capacity, throughput, etc.) be conducted to assess whether the users' needs are being met by the system. 

· 5.14 Management's Post-Implementation Review
The organisation's system development life cycle methodology should require that a post-implementation review of an operational information system assess and report on whether the system delivered the benefits envisioned in the most cost effective manner. 

Control Practice Statement 
Critical Success Factors (CSFs):
· The acquisition and implementation methodology is established and consistently applied 

· Resources are available to support a separate test environment and sufficient time is allowed for the test process 

· Commitment and involvement of stakeholders is assured in the testing, training and transition processes 

· Test data is available and representative of live data in kind and quantity, and the test environment reflects as close as possible the live environment 

· A feedback mechanism is implemented for optimising and continuously improving the process 

· Stress testing is performed for new systems before they are rolled out and regression testing is conducted for existing systems when changes are implemented 

· Procedures for formally certifying and accrediting systems for security are consistently defined and adhered to 

· There is clear understanding and verification of operational requirements 

Key Goal Indicators (KGIs):
· Reduced number of missed installation and accreditation milestones 

· Time to complete the installation and accreditation process, from beginning to the end of the security certification and accreditation process 

· Reduced number of operational systems not accredited, in the instance where the process did not occur 

· Number of changes to installed systems needed to optimize operations 

· Number of changes required following system acceptance testing 

· Number of findings during internal or external audits regarding the installation and accreditation process 

· Number of changes required to correct problems after solutions are put into production Key Performance Indicators 

Key Performance Indicators (KPIs):
· Degree of stakeholder involvement in the installation and accreditation process 

· Number of automated installation and accreditation processes 

· Frequency of reporting of lessons learned 

· Reported user satisfaction with the installation and accreditation process (lessons learned) 

· Number of findings during the quality assurance review of installation and accreditation function 

· Reusability of the test platform 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent There is a complete lack of formal installation or accreditation processes and senior management or IT staff does not recognise the need to verify that solutions are fit for the intended purpose. 

· 1 Initial/Ad Hoc There is an awareness of the need to verify and confirm that implemented solutions serve the intended purpose. Testing is performed for some projects, but the initiative for testing is left to the individual project teams and the approaches taken vary. Formal accreditation and sign-off is rare or non-existent. 

· 2 Repeatable but Intuitive There is some consistency between the testing and accreditation approaches, but they are not based on any methodology. The individual development teams normally decide the testing approach and there is usually an absence of integration testing. There is an informal approval process, not necessarily based on standardised criteria. Formal accreditation and sign-off is inconsistently applied. 

· 3 Defined Process A formal methodology relating to installation, migration, conversion and acceptance is in place. However, management does not have the ability to assess compliance. IT installation and accreditation processes are integrated into the system life cycle and automated to some extent. Training, testing and transition to production status and accreditation are likely to vary from the defined process, based on individual decisions. The quality of systems entering production is inconsistent, with new systems often generating a significant level of post-implementation problems. 

· 4 Managed and Measurable The procedures are formalised and developed to be well organised and practical with defined test environments and accreditation procedures. In practice, all major changes to systems follow this formalised approach. Evaluation of meeting user requirements is standardised and measurable, producing metrics that can be effectively reviewed and analysed by management. The quality of systems entering production is satisfactory to management, with reasonable levels of post-implementation problems. Automation of the process is ad hoc and project dependent. Neither post-implementation evaluations nor continuous quality reviews are consistently employed, although management may be satisfied with the current level of efficiency. The test system adequately reflects the live environment. Stress testing for new systems and regression testing for existing systems is applied for major projects. 

· 5 Optimised The installation and accreditation processes have been refined to a level of best practice, based on the results of continuous improvement and refinement. IT installation and accreditation processes are fully integrated into the system life cycle and automated when advisable, facilitating the most efficient training, testing and transition to production status of new systems. Well-developed test environments, problem registers, and fault resolution processes ensure efficient and effective transition to the production environment. Accreditation takes place usually with limited rework and post implementation problems are normally limited to minor corrections. Post-implementation reviews are also standardised, with lessons learned channelled back into the process to ensure continuous quality improvement. Stress testing for new systems and regression testing for amended systems is consistently applied.
Manage Changes

Domain:  Acquisition & Implementation
Process:  AI6 Manage Changes
Business Goal: Manage Changes satisfies the business goal of minimizing the likelihood of disruption, unauthorized alterations and errors.
Control Objective: Control over the process of managing changes.
Detailed Control Objectives (DCOs): 
· MANAGE CHANGES 

· 6.1 Change Request Initiation and Control
IT management should ensure that all requests for changes, system maintenance and supplier maintenance are standardised and are subject to formal change management procedures. Changes should be categorised and prioritised and specific procedures should be in place to handle urgent matters. Change requestors should be kept informed about the status of their request. 

· 6.2 Impact Assessment
A procedure should be in place to ensure that all requests for change are assessed in a structured way for all possible impacts on the operational system and its functionality. 

· 6.3 Control of Changes
IT management should ensure that change management and software control and distribution are properly integrated with a comprehensive configuration management system. The system used to monitor changes to application systems should be automated to support the recording and tracking of changes made to large, complex information systems. 

· 6.4 Emergency Changes
IT management should establish parameters defining emergency changes and procedures to control these changes when they circumvent the normal process of technical, operational and management assessment prior to implementation. The emergency changes should be recorded and authorised by IT management prior to implementation. 

· 6.5 Documentation and Procedures
The change process should ensure that whenever system changes are implemented, the associated documentation and procedures are updated accordingly. 

· 6.6 Authorised Maintenance
IT management should ensure maintenance personnel have specific assignments and that their work is properly monitored. In addition, their system access rights should be controlled to avoid risks of unauthorised access to automated systems. 

· 6.7 Software Release Policy
IT management should ensure that the release of software is governed by formal procedures ensuring sign-off, packaging, regression testing, handover, etc. 

· 6.8 Distribution of Software
Specific internal control measures should be established to ensure distribution of the correct software element to the right place, with integrity, and in a timely manner with adequate audit trails. 

Control Practice Statement 
Critical Success Factors (CSFs):
· Change policies are clear and known and they are rigorously and systematically implemented 

· Change management is strongly integrated with release management and is an integral part of configuration management 

· There is a rapid and efficient planning, approval and initiation process covering identification, categorisation, impact assessment and prioritisation of changes 

· Automated process tools are available to support workflow definition, pro-forma workplans, approval templates, testing, configuration and distribution 

· Expedient and comprehensive acceptance test procedures are applied prior to making the change 

· A system for tracking and following individual changes, as well as change process parameters, is in place 

· A formal process for hand-over from development to operations is defined 

· Changes take the impact on capacity and performance requirements into account 

· Complete and up-to-date application and configuration documentation is available 

· A process is in place to manage co-ordination between changes, recognising interdependencies 

· An independent process for verification of the success or failure of change is implemented 

· There is segregation of duties between development and production 

Key Goal Indicators (KGIs):
· Reduced number of errors introduced into systems due to changes 

· Reduced number of disruptions (loss of availability) caused by poorly managed change 

· Reduced impact of disruptions caused by change 

· Reduced level of resources and time required as a ratio to number of changes 

· Number of emergency fixes 

Key Performance Indicators (KPIs):
· Number of different versions installed at the same time 

· Number of software release and distribution methods per platform 

· Number of deviations from the standard configuration 

· Number of emergency fixes for which the normal change management process was not applied retroactively 

· Time lag between the availability of the fix and its implementation 

· Ratio of accepted to refused change implementation requests 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent There is no defined change management process and changes can be made with virtually no control. There is no awareness that change can be disruptive for both IT and business operations, and no awareness of the benefits of good change management. 

· 1 Initial/Ad Hoc It is recognised that changes should be managed and controlled, but there is no consistent process to follow. Practices vary and it is likely that unauthorised changes will take place. There is poor or non-existent documentation of change and configuration documentation is incomplete and unreliable. Errors are likely to occur together with interruptions to the production environment caused by poor change management. 

· 2 Repeatable but Intuitive There is an informal change management process in place and most changes follow this approach; however, it is unstructured, rudimentary and prone to error. Configuration documentation accuracy is inconsistent and only limited planning and impact assessment takes place prior to a change. There is considerable inefficiency and rework. 

· 3 Defined Process There is a defined formal change management process in place, including categorisation, prioritisation, emergency procedures, change authorisation and release management, but compliance is not enforced. The defined process is not always seen as suitable or practical and, as a result, workarounds take place and processes are bypassed. Errors are likely to occur and unauthorised changes will occasionally occur. The analysis of the impact of IT changes on business operations is becoming formalised, to support planned rollouts of new applications and technologies. 

· 4 Managed and Measurable The change management process is well developed and consistently followed for all changes and management is confident that there are no exceptions. The process is efficient and effective, but relies on considerable manual procedures and controls to ensure that quality is achieved. All changes are subject to thorough planning and impact assessment to minimise the likelihood of post-production problems. An approval process for changes is in place. Change management documentation is current and correct, with changes formally tracked. Configuration documentation is generally accurate. IT change management planning and implementation is becoming more integrated with changes in the business processes, to ensure that training, organisational changes and business continuity issues are addressed. There is increased co-ordination between IT change management and business process re-design. 

· 5 Optimised The change management process is regularly reviewed and updated to keep in line with best practices. Configuration information is computer based and provides version control. Software distribution is automated and remote monitoring capabilities are available. Configuration and release management and tracking of changes is sophisticated and includes tools to detect unauthorised and unlicensed software. IT change management is integrated with business change management to ensure that IT is an enabler in increasing productivity and creating new business opportunities for the organisation.
Delivery and Support

Define and Manage Service Levels

Domain:  Delivery & Support
Process:  DS1 Define and Manage Service Levels
Business Goal: Define and Manage Service Levels satisfies the business goal of establishing a common understanding of the level of service required.
Control Objective: Control over the process of defining and managing service levels. 
Detailed Control Objectives (DCOs): 
· DEFINE AND MANAGE SERVICE LEVELS 

· 1.1 Service Level Agreement Framework
Management should define a framework wherein it promotes the definition of formal service level agreements and defines the minimal contents: availability, reliability, performance, capacity for growth, levels of support provided to users, continuity planning, security, minimum acceptable level of satisfactorily delivered system functionality, restrictions (limits on the amount of work), service charges, central print facilities (availability), central print distribution and change procedures. Users and the IT function should have a written agreement that describes the service level in qualitative and quantitative terms. The agreement defines the responsibilities of both parties. The IT function must offer the agreed quality and quantity of service and the users must constrain the demands
they place upon the service within the agreed limits. 

· 1.2 Aspects of Service Level Agreements
Explicit agreement should be reached on the aspects that a service level agreement should have. The service level agreement should cover at least the following aspects: availability, reliability, performance, capacity for growth, levels of support provided to users, continuity planning, security, minimum acceptable level of satisfactorily delivered system functionality, restrictions (limits on the amount of work), service charges, central print facilities (availability), central print distribution and change procedures. 

· 1.3 Performance Procedures
Procedures should be put in place to ensure that the manner of and responsibilities for performance governing relations (e.g., non-disclosure agreements) between all the involved parties are established, coordinated, maintained and communicated to all affected departments. 

· 1.4 Monitoring and Reporting
Management should appoint a service level manager who is responsible for monitoring and reporting on the achievement of the specified service performance criteria and all problems encountered during processing. The monitoring statistics should be analysed on a timely basis. Appropriate corrective action should be taken and failures should be investigated. 

· 1.5 Review of Service Level Agreements and Contracts
Management should implement a regular review process for service level agreements and underpinning contracts with third-party service providers. 

· 1.6 Chargeable Items
Provisions for chargeable items should be included in the service level agreements to make trade-offs possible on service levels versus costs. 

· 1.7 Service Improvement Programme
Management should implement a process to ensure that users and service level managers regularly agree on a service improvement pro-gramme for pursuing cost-justified improvements to the service level.
Critical Success Factors (CSFs):
· Service levels are expressed in end-user business terms, wherever possible 

· Root cause analysis is performed when service levels breaches occur 

· Skills and tools are available to provide useful and timely service level information 

· The reliance of critical business processes on IT is defined and is covered by service level agreements 

· IT management accountabilities and responsibilities are linked to service levels 

· The IT organisation can identify sources of cost variances 

· Detailed and consistent explanations for cost variances are provided 

· A system for tracking and following individual changes is available 

Key Goal Indicators (KGIs):
· Sign-off by strategic business unit that service levels are aligned with key business objectives 

· Customer satisfaction that the service level meets expectations 

· Actual to budget cost ratio in line with service levels 

· Percent of all critical business processes relying on IT covered by service level agreements 

· Percent of service level agreements reviewed at the agreed interval or following major change 

· Service level partners sign off service level monitoring information provided 

· Percent of IT services which meet service level agreements 

Key Performance Indicators (KPIs):
· Time lag of resolution of a service level change request 

· Frequency of customer satisfaction surveys 

· Time lag to resolve a service level issue 

· Number of times that root cause analysis of service level procedure and subsequent resolution is completed within required period 

· Significance of amount of additional funding needed to deliver the defined service level 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent Management has not recognised the need for a process for defining service levels. Accountabilities and responsibilities for monitoring them are not assigned. 

· 1 Initial/Ad Hoc There is awareness of the need to manage service levels, but the process is informal and reactive. The responsibility and accountability for monitoring performance is informally defined. Performance measurements are qualitative, with imprecisely defined goals. Performance reporting is infrequent and inconsistent. 

· 2 Repeatable but Intuitive There are agreed-upon service level agreements, but they are informal and not revisited. Service level reporting is incomplete, irrelevant or misleading and dependent on the skills and initiative of individual managers. A service level co-ordinator is appointed with defined responsibilities, but not sufficient authority. The service level agreement compliance process is voluntary and not enforced. 

· 3 Defined Process Responsibilities are well defined, but with discretionary authority. The service level agreement development process is in place with checkpoints for reassessing service levels and customer satisfaction. Service levels criteria are defined and agreed upon with users, with an increased level of standardisation. Service level shortfalls are identified, but resolution planning is still informal. The relationship between the funding provided and the expected service levels is being increasingly formalised. Service level is increasingly based on industry benchmarks and may not address organisation-specific needs. 

· 4 Managed and Measurable Service levels are increasingly defined in the system requirements definition phase and incorporated into the design of the application and operational environments. Customer satisfaction is routinely measured and assessed. Performance measures are increasingly reflecting end-user needs, rather than only IT goals. User service levels measurement criteria are becoming standardised and reflective of industry norms. Root cause analysis is performed when service levels are not met. The reporting system for monitoring service levels is becoming increasingly automated. Operational and financial risks associated with not meeting agreed-upon service levels are defined and clearly understood. 

· 5 Optimised Service levels are continuously reevaluated to ensure alignment of IT and business objectives, while taking advantage of technology advances and improvements in product price/performance ratios. All service level processes are subject to continuous improvement processes. Criteria for defining service levels are defined based on business criticality and include availability, reliability, performance, growth capacity, user support, continuity planning and security considerations. Customer satisfaction levels are monitored and enforced. Expected service levels are evaluated against industry norms, but also reflect the specific strategic goals of business units. IT management has the resources and accountability needed to meet service level performance targets and the executive compensation is structured to provide incentives for meeting the organisation goals.
Manage Third Party Services

Domain:  Delivery & Support
Process:  DS2 Manage Third-Party Services
Business Goal: Manage Third-Party Services satisfies the business goal of ensuring that roles and responsibilities of third parties are clearly defined, adhered to and continue to satisfy requirements.
Control Objective: Control over the process of managing third-party services.
Detailed Control Objectives (DCOs): 
· MANAGE THIRD-PARTY SERVICES 

· 2.1 Supplier Interfaces
Management should ensure that all third-party providers’ services are properly identified and that the technical and organisational interfaces with suppliers are documented. 

· 2.2 Owner Relationships
The customer organisation management should appoint a relationship owner who is responsible for ensuring the quality of the relationships with third-parties. 

· 2.3 Third-Party Contracts
Management should define specific procedures to ensure that for each relationship with a third-party
service provider a formal contract is defined and agreed upon before work starts. 
· 2.4 Third-Party Qualifications
Management should ensure that, before selection, potential third-parties are properly qualified through an assessment of their capability to deliver the required service (due diligence). 

· 2.5 Outsourcing Contracts
Specific organisational procedures should be defined to ensure that the contract between the facilities management provider and the organisation is based on required processing levels, security, monitoring and contingency requirements, and other stipulations as appropriate. 

· 2.6 Continuity of Services
With respect to ensuring continuity of services, management should consider business risk related to the third-party in terms of legal uncertainties and the going concern concept, and negotiate escrow contracts where appropriate. 

· 2.7 Security Relationships
With regard to relationships with third-party service providers, management should ensure that security agreements (e.g., non-disclosure agreements) are identified and explicitly stated and agreed to, and conform to universal business standards in accordance with legal and regulatory requirements, including liabilities. 

· 2.8 Monitoring
A process for monitoring of the service delivery of the third-party should be set up by management to ensure the continuing adherence to the contract agreements.
Critical Success Factors (CSFs):
· Clearly-defined service requirements and performance measures exist 

· The organisation retains accountability and control, and proactively manages external services 

· The service provider has a mechanism in place to report on performance measures 

· Third-party providers have a quality assurance programme in place 

· All deliverables, including operational and performance requirements, are sufficiently defined and understood by all parties 

· Effective change procedures for service requirements and performance measures are implemented 

· Contracts are subject to successful legal review and sign-off 

· There is provision for adequate management and administration, addressing financial, operations, legal and control issues 

· The application of mutually agreed service level agreements is based on agreed upon associated rewards and penalties 

· An internal contract manager is the single point of contact with the third party 

· ARequest for Proposal (RFP) process exists, with pre-establishedand agreed evaluation criteria 

· A process is in place for classifying service problems based on their importance and the required responses 

Key Goal Indicators (KGIs):
· Percent of service providers with formally agreed objectives 

· Percent of significant agreements for which service provider qualification reviews are undertake 

· Percent of service providers that are formally qualified 

· Number of third-party contractors with well-defined goals and expected deliverables 

· Mutual satisfaction with the ongoing relationship 

· Number of third-party contractors not meeting objectives or service levels 

· Number and cost of disputes with third parties flowing from inadequate agreements or lack of performance against adequate agreements specific IT Resources and is measured by Key Performance Indicators 

Key Performance Indicators (KPIs):
· Number and frequency of review meetings 

· Number of contract amendments 

· Frequency of service level reports 

· Number of outstanding issues 

· Time lag for clearing issues 

· Percent of contracts outstanding for legal review 

· Time lag since the last contract review against market conditions 

· Number of service contracts not using standard terms and conditions or approved exceptions 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent Responsibilities and accountabilities are not defined. There are no formal policies and procedures regarding contracting with third-parties. Third-party services are neither approved nor reviewed by management. There are no measurement activities and no reporting by third parties. In the absence of a contractual obligation for reporting, senior management is not aware of the quality of the service delivered. 

· 1 Initial/Ad Hoc Management is aware of the need to have documented policies and procedures for third-party service procurement, including having signed contracts. There are no standard terms of agreement. Measurement of the service provided is informal andreactive. Practices are dependent on the experience of the individual and the commercial effectiveness of the supplier. 

· 2 Repeatable but Intuitive The process for overseeing third-party service providers and the delivery of services is informal. A signed, pro-forma contract is used with standard vendor terms and conditions and description of services to be provided. Measurements are taken, but are not relevant. Reports are available, but do not support business objectives. 

· 3 Defined Process Well documented procedures are in place to govern third-party procurement, with clear processes ensuring proper vetting and negotiating with vendors. The relationship with the third-party is purely a contractual one. The nature of the services to be provided is detailed in the contract and includes operational, legal and control requirements. Oversight responsibility for third-party-service delivery is assigned. Contractual terms are based on standardised templates. The business risk associated with the contract is assessed and reported. 

· 4 Managed and Measurable Formal and standardised criteria are established for defining scope of work, services to be provided, deliverables, assumptions, time scales, costs, billing arrangements, responsibilities, business terms and conditions. Responsibilities for contract and vendor management are assigned. Vendor qualifications and capabilities are verified. Requirements are defined and linked to business objectives. A process exists to review service performance against contractual terms, providing input to current and future third-party service delivery. Transfer pricing models are used in the procurement process. All interested parties are aware of service, cost and milestone expectations. 

· 5 Optimised The jointly signed contract is reviewed periodically after work starts. Responsibility for quality assurance of service delivery and vendor support is assigned. Evidence of compliance with operational, legal and control contract provisions is monitored and corrective action is enforced. The third party is subject to independent periodic review, with feedback based on the nature of the review. Selected measurements vary dynamically in response to changing business conditions. Measures support early detection of problems. Comprehensive, defined reporting is linked to the third-party compensation process. Reporting provides early warning of potential problems to facilitate timely resolution.
Manage Performance and Capacity

Domain:  Delivery & Support
Process:  DS3 Manage Performance and Capacity
Business Goal: Manage Performance and Capacity satisfies the business goal of ensuring that the adequate capacity is available and that best and optimal use is made of it to meet required performance needs.
Control Objective: Control over the process of managing performance and capacity. 
Detailed Control Objectives (DCOs):
· MANAGE PERFORMANCE AND CAPACITY 

· 3.1 Availability and Performance Requirements
The management process should ensure that business needs are identified regarding availability and performance of information services and converted into availability terms and requirements. 

· 3.2 Availability Plan
Management should ensure the establishment of an availability plan to achieve, monitor and control the availability of information services. 

· 3.3 Monitoring and Reporting
Management should implement a process to ensure that the performance of IT resources is continuously monitored and exceptions are reported in a timely and comprehensive manner. 

· 3.4 Modeling Tools
IT management should ensure that appropriate modeling tools are used to produce a model of the current system which has been calibrated and adjusted against actual workload and is accurate within recommended load levels. Modeling tools should be used to assist with the prediction of capacity, configuration reliability, performance and availability requirements. In-depth technical investigations should be conducted on systems
hardware and should include forecasts concerning future technologies. 

· 3.5 Proactive Performance Management
The performance management process should include forecasting capability to enable problems to be corrected before they affect system perfor-mance. Analysis should be conducted on system failures and irregularities pertaining to frequency, degree of impact and amount of damage. 

· 3.6 Workload Forecasting
Controls are to be in place to ensure that work-load forecasts are prepared to identify trends and to provide information needed for the capacity plan. 

· 3.7 Capacity Management of Resources
IT management should establish a planning process for the review of hardware performance
and capacity to ensure that cost-justifiable capacity always exists to process the agreed workloads
and to provide the required performance quality and quantity prescribed in service level agreements. The capacity plan should cover multiple scenarios. 

· 3.8 Resources Availability
When identified as availability requirements, management should prevent resources from being unavailable by implementing fault tolerance mechanisms, prioritising tasks and equitable resource allocation mechanisms. 

· 3.9 Resources Schedule
Management should ensure the timely acquisition of required capacity, taking into account aspects such as resilience, contingency, work-loads and storage plans.
Critical Success Factors (CSFs):
· The performance and capacity implications of IT service requirements for all critical business processes are clearly understood 

· Performance requirements are included in all IT development and maintenance projects 

· Capacity and performance issues are dealt with at all appropriate stages in the system acquisition and deployment methodology 

· The technology infrastructure is regularly reviewed to take advantage of cost/performance ratios and enable the acquisition of resources providing maximum performance capability at the lowest price 

· Skills and tools are available to analyse current and forecasted capacity 

· Current and projected capacity and usage information is made available to users and IT management in an understandable and usable form 

Key Goal Indicators (KGIs):
· Number of end-business processes suffering interruptions or outages caused by inadequate IT capacity and performance 

· Number of critical business processes not covered by a defined service availability plan 

· Percent of critical IT resources with adequate capacity and performance capability, taking account of peak loads 

Key Performance Indicators (KPIs):
· Number of down-time incidents caused by insufficient capacity or processing performance 

· Percent of capacity remaining at normal and peak loads 

· Time taken to resolve capacity problems 

· Percent of unplanned upgrades compared with total number of upgrades 

· Frequency of capacity adjustments to meet changing demands 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent Management has not recognised that key business processes may require high levels of performance from IT or that the overall business need for IT services may exceed capacity. There is no capacity planning process in place. 

· 1 Initial/Ad Hoc Performance and capacity management is reactive and sporadic. Users often have to devise work-arounds for performance and capacity constraints. There is very little appreciation of the IT service needs by the owners of the business processes. IT management is aware of the need for performance and capacity management, but the action taken is usually reactive or incomplete. The planning process is informal. 

· 2 Repeatable but Intuitive Business management is aware of the impact of not managing performance and capacity. For critical areas, performance needs are generally catered for, based on assessment of individual systems and the knowledge of support and project teams. Some individual tools may be used to diagnose performance and capacity problems, but the consistency of results is dependent on the expertise of key individuals. There is no overall assessment of the IT infrastructure’s performance capability or consideration of peak and worst-case loading situations. Availability problems are likely to occur in an unexpected and random fashion and take considerable time to diagnose and correct. 

· 3 Defined Process Performance and capacity requirements are defined as steps to be addressed at all stages of the systems acquisition and deployment methodology. There are defined service level requirements and metrics that can be used to measure operational performance. It is possible to model and forecast future performance requirements. Reports can be produced giving performance statistics. Problems are still likely to occur and be time consuming to correct. Despite published service levels, end users will occasionally feel sceptical about the service capability. 
· 4 Managed and Measurable Processes and tools are available to measure system usage and compare it to defined service levels. Up-to-date information is available, giving standardised performance statistics and alerting incidents such as insufficient capacity or throughput. Incidents caused by capacity and performance failures are dealt with according to defined and standardised procedures. Automated tools are used to monitor specific resources such as disk storage, network servers and network gateways. There is some attempt to report performance statistics in business process terms, so that end users can understand IT service levels. Users feel generally satisfied with current service capability and are demanding new and improved availability levels. 

· 5 Optimised The performance and capacity plans are fully synchronised with the business forecasts and the operational plans and objectives. The IT infrastructure is subject to regular reviews to ensure that optimum capacity is achieved at the lowest possible cost. Advances in technology are closely monitored to take advantage of improved product performance. The metrics for measuring IT performance have been fine-tuned to focus on key areas and are translated into KGIs, KPIs and CFSs for all critical business processes. Tools for monitoring critical IT resources have been standardised, wherever possible, across platforms and linked to a single organisation-wide incident management system. Monitoring tools increasingly can detect and automatically correct performance problems, e.g., allocating increased storage space or re-routing network traffic. Trends are detected showing imminent performance problems caused by increased business volumes, enabling planning and avoidance of unexpected incidents. Users expect 24x7x365 availability.

Ensure Continuous Service

Domain:  Delivery & Support
Process:  DS4 Ensure Continuous Service
Business Goal: Ensure Continuous Service satisfies the business goal of making sure IT services are available as required and ensuring a minimum business impact in the event of a major disruption.
Control Objective: Control over the process of ensuring continuous service. 
Detailed Control Objectives (DCOs): 
· ENSURE CONTINUOUS SERVICE 

· 4.1 IT Continuity Framework
IT management, in cooperation with business process owners, should establish a continuity framework which defines the roles, responsibilities and the risk-based approach/methodology to be adopted, and the rules and structures to document the continuity plan as well as the approval procedures. 

· 4.2 IT Continuity Plan Strategy and Philosophy
Management should ensure that the IT continuity plan is in line with the overall business continuity plan to ensure consistency. Furthermore, the IT continuity plan should take into account the IT long- and short-range plans to ensure consistency. 

· 4.3 IT Continuity Plan Contents
IT management should ensure that a written plan
is developed containing the following:
• Guidelines on how to use the continuity plan
• Emergency procedures to ensure the safety of all affected staff members
• Response procedures meant to bring the business back to the state it was in before the incident or disaster
• Recovery procedures meant to bring the business back to the state it was in before the incident or disaster
• Procedures to safeguard and reconstruct the home site
• Co-ordination procedures with public authorities
• Communication procedures with stakeholders, employees, key customers, critical suppliers, stockholders and management
• Critical information on continuity teams, affected staff, customers, suppliers, public authorities and media 

· 4.4 Minimising IT Continuity Requirements
IT management should establish procedures and guidelines for minimising the continuity requirements with regard to personnel, facilities, hardware, software, equipment, forms, supplies and furniture. 

· 4.5 Maintaining the IT Continuity Plan
IT management should provide for change control procedures in order to ensure that the continuity
plan is up-to-date and reflects actual business requirements. This requires continuity plan maintenance procedures aligned with change and management and human resources procedures. 

· 4.6 Testing the IT Continuity Plan
To have an effective continuity plan, management needs to assess its adequacy on a regular basis or upon major changes to the business or IT infrastructure; this requires careful preparation, documentation, reporting test results and, according to the results, implementing an action plan. 

· 4.7 IT Continuity Plan Training
The disaster continuity methodology should ensure that all concerned parties receive regular training sessions regarding the procedures to be followed in case of an incident or disaster. 

· 4.8 IT Continuity Plan Distribution
Given the sensitive nature of information in the continuity plan, the latter should be distributed only to authorised personnel and should be safe-guarded against unauthorised disclosure. Consequently, sections of the plan need to be distributed on a need-to-know basis. 

· 4.9 User Department Alternative Processing Back-up Procedures
The continuity methodology should ensure that the user departments establish alternative processing
procedures that may be used until the IT function is able to fully restore its services after a disaster or an event. 

· 4.10 Critical IT Resources
The continuity plan should identify the critical application programmes, third-party services, operating systems, personnel and supplies, data files and time frames needed for recovery after a disaster occurs. Critical data and operations should be identified, documented, prioritised and approved by the business process owners, in cooperation with IT management. 

· 4.11 Back-up Site and Hardware
Management should ensure that the continuity methodology incorporates an identification of alternatives regarding the back-up site and hardware as well as a final alternative selection. If applicable, a formal contract for these type of services should be concluded. 

· 4.12 Off-site Back-up Storage
Off-site storage of critical back-up media, documentation and other IT resources should be established to support recovery and business continuity plans. Business process owners and IT function personnel should be involved in determining what back-up resources need to be stored off-site. The off-site storage facility should be environmentally appropriate to the media and other resources stored and should have a level of security commensurate with that needed to protect the back-up resources from unauthorised access, theft or damage. IT management should ensure that off-site arrangements are periodically assessed, at least annually, for content, environmental protection and security. 

· 4.13 Wrap-up Procedures
On successful resumption of the IT function after a disaster, IT management should establish procedures for assessing the adequacy of the plan and update the plan accordingly.
Critical Success Factors (CSFs):
· A no-break power system is installed and regularly tested 

· Potential availability risks are proactively detected and addressed 

· Critical infrastructure components are identified and continuously monitored 

· Continuous service provision is a continuum of advance capacity planning, acquisition of high-availability components, needed redundancy, existence of tested contingency plans and the removal of single points of failure 

· Action is taken on the lessons learned from actual downtime incidents and test executions of contingency plans 

· Availability requirements analysis is performed regularly 

· Service level agreements are used to raise awareness and increase co-operation with suppliers for continuity needs 

· The escalation process is clearly understood and based on a classification of availability incidents 

· The business costs of interrupted service are specified and quantified where possible, providing the motivation to develop appropriate plans and arrange for contingency facilities 

Key Goal Indicators (KGIs):
· No incidents causing public embarrassment 

· Number of critical business processes relying on IT that have adequate continuity plans 

· Regular and formal proof that the continuity plans work 

· Reduced downtime 

· Number of critical infrastructure components with automatic availability monitoring 

Key Performance Indicators (KPIs):
· Number of outstanding continuous service issues not resolved or addressed 

· Number and extent of breaches of continuous service, using duration and impact criteria 

· Time lag between organizational change and continuity plan update 

· Time to diagnose an incident and decide on continuity plan execution 

· Time to normalize the service level after execution of the continuity plan 

· Number of proactive availability fixes implemented 

· Lead time to address continuous service short-falls 

· Frequency of continuous service training provided 

· Frequency of continuous service testing 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent. There is no understanding of the risks, vulnerabilities and threats to IT operations or the impact of loss of IT services to the business. Service continuity is not considered as needing management attention. 

· 1 Initial/Ad Hoc Responsibilities for continuous service are informal, with limited authority. Management is becoming aware of the risks related to and the need for continuous service. The focus is on the IT function, rather than on the business function. Users are implementing work-arounds. The response to major disruptions is reactive and unprepared. Planned outages are scheduled to meet IT needs, rather than to accommodate business requirements. 

· 2 Repeatable but Intuitive Responsibility for continuous service is assigned. The approaches to continuous service are fragmented. Reporting on system availability is incomplete and does not take business impact into account. There are no documented user or continuity plans, although there is commitment to continuous service availability and its major principles are known. A reasonably reliable inventory of critical systems and components exists. Standardisation of continuous service practices and monitoring of the process is emerging, but success relies on individuals. 

· 3 Defined Process Accountability is unambiguous and responsibilities for continuous service planning and testing are clearly defined and assigned. Plans are documented and based on system criticality and business impact. There is periodic reporting of continuous service testing. Individuals take the initiative for following standards and receiving training. Management communicates consistently the need for continuous service. High-availability components and system redundancy are being applied piecemeal. An inventory of critical systems and components is rigorously maintained. 

· 4 Managed and Measurable Responsibilities and standards for continuous service are enforced. Responsibility for maintaining the continuous service plan is assigned. Maintenance activities take into account the changing business environment, the results of continuous service testing and best internal practices. Structured data about continuous service is being gathered, analysed, reported and acted upon. Training is provided for continuous service processes. System redundancy practices, including use of high-availability components, are being consistently deployed. Redundancy practices and continuous service planning influence each other. Discontinuity incidents are classified and the increasing escalation path for each is well known to all involved. 

· 5 Optimised Integrated continuous service processes are proactive, self-adjusting, automated and self-analytical and take into account benchmarking and best external practices. Continuous service plans and business continuity plans are integrated, aligned and routinely maintained. Buy-in for continuous service needs is secured from vendors and major suppliers. Global testing occurs and test results are fed back as part of the maintenance process. Continuous service cost effectiveness is optimised through innovation and integration. Gathering and analysis of data is used to identify opportunities for improvement. Redundancy practices and continuous service planning are fully aligned. Management does not allow single points of failure and provides support for their remedy. Escalation practices are understood and thoroughly enforced. 

Ensure Systems Security

Domain:  Delivery & Support
Process:  DS5 Ensure Systems Security
Business Goal: Ensure Systems Security satisfies the business goal of safeguarding information against unauthorized use, disclosure or modification, damage or loss.
Control Objective: Control over the process of ensuring systems security.
Detailed Control Objectives (DCOs): 
· ENSURE SYSTEMS SECURITY 

· 5.1 Manage Security Measures
IT security should be managed such that securitymeasures are in line with business requirements. This includes:
• Translating risk assessment information to the IT security plans
• Implementing the IT security plan
• Updating the IT security plan to reflect changes in the IT configuration
• Assessing the impact of change requests on IT security
• Monitoring the implementation of the IT security plan
• Aligning IT security procedures to other policies and procedures 

· 5.2 Identification, Authentication and Access
The logical access to and use of IT computing resources should be restricted by the implementation of adequate identification, authentication and authorisation mechanisms, linking users and resources with access rules. Such mechanisms should prevent unauthorised personnel, dial-up connections and other system (network) entryports from accessing computer resources and minimise the need for authorised users to use multiple sign-ons. Procedures should also be in place to keep authentication and access mechanisms effective (e.g., regular password changes). 

· 5.3 Security of Online Access to Data
In an online IT environment, IT management should implement procedures in line with the security policy that provides access security control based on the individual’s demonstrated need to view, add, change or delete data. 

· 5.4 User Account Management
Management should establish procedures to ensure timely action relating to requesting, establishing, issuing, suspending and closing of user accounts. A formal approval procedure outlining the data or system owner granting the access privileges should be included. The security of third-party access should be defined contractually and address administration and non-disclosure requirements. Outsourcing arrangements should address the risks, security controls and procedures for information systems and networks in the contract between the parties. 

· 5.5 Management Review of User Accounts
Management should have a control process in place to review and confirm access rights periodically. Periodic comparison of resources with recorded accountability should be made to help reduce the risk of errors, fraud, misuse or unauthorised alteration. 
· 5.6 User Control of User Accounts
Users should systematically control the activity of their proper account(s). Also information mechanisms should be in place to allow them to oversee normal activity as well as to be alerted to unusual activity in a timely manner. 

· 5.7 Security Surveillance
IT security administration should ensure that security activity is logged and any indication of imminent security violation is reported immediately to all who may be concerned, internally and externally, and is acted upon in a timely manner. 

· 5.8 Data Classification
Management should implement procedures to ensure that all data are classified in terms of sensitivity by a formal and explicit decision by the data owner according to the data classification scheme. Even data needing “no protection” should require a formal decision to be so designated. Owners should determine disposition and sharing of data, as well as whether and when programs and files are to be maintained, archived or deleted. Evidence of owner approval and data disposition should be maintained. Policies should be defined to support reclassification of information, based on changing sensitivities. The classification scheme should include criteria for managing exchanges of information between organisations, addressing both security and compliance with relevant legislation. 

· 5.9 Central Identification and Access Rights Management
Controls are in place to ensure that the identification and access rights of users as well as theidentity of system and data ownership are established and managed in a unique and central manner to obtain consistency and efficiency of global access control. 

· 5.10 Violation and Security Activity Reports
IT security administration should ensure that violation and security activity is logged, reported, reviewed and appropriately escalated on a regular basis to identify and resolve incidents involving unauthorised activity. The logical access to the computer resources accountability information (security and other logs) should be granted based upon the principle of least privilege, or need-to-know. 

· 5.11 Incident Handling
Management should establish a computer security incident handling capability to address security incidents by providing a centralised platform with sufficient expertise and equipped with rapid and secure communication facilities. Incident management responsibilities and procedures should be established to ensure an appropriate, effective andtimely response to security incidents. 

· 5.12 Reaccreditation
Management should ensure that reaccreditation of security (e.g., through “tiger teams”) is period-ically performed to keep up-to-date the formally approved security level and the acceptance of residual risk. 
· 5.13 Counterparty Trust
Organisational policy should ensure that control practices are implemented to verify the authenticity of the counterparty providing electronic instructions or transactions. This can be implemented through trusted exchange of passwords,tokens or cryptographic keys. 
· 5.14 Transaction Authorisation
Organisational policy should ensure that, where appropriate, controls are implemented to provide authenticity of transactions and establish the validity of a user’s claimed identity to the system. This requires use of cryptographic techniques for signing and verifying transactions. 

· 5.15 Non-Repudiation
Organisational policy should ensure that, where appropriate, transactions cannot be denied by either party, and controls are implemented to provide non-repudiation of origin or receipt, proof of submission, and receipt of transactions. This can be implemented through digital signatures, time stamping and trusted third-parties, with appropriate policies that take into account relevant regulatory requirements. 

· 5.16 Trusted Path
Organisational policy should ensure that sensitive transaction data is only exchanged over a trusted path. Sensitive information includes security management information, sensitive transaction data, passwords and cryptographic keys. To achieve this, trusted channels may need to be established using encryption between users, between users and systems, and between systems. 

· 5.17 Protection of Security Functions
All security related hardware and software should at all times be protected against tampering to maintain their integrity and against disclosure of secret keys. In addition, organisations should keep a low profile about their security design, but should not base their security on the design being secret. 

· 5.18 Cryptographic Key Management
Management should define and implement procedures and protocols to be used for generation, change, revocation, destruction, distribution, certification, storage, entry, use and archiving of cryptographic keys to ensure the protection of keys against modification and unauthorised disclosure. If a key is compromised, management should ensure this information is propogated to any interested party through the use of Certificate Revocation Lists or similiar mechanisms. 
· 5.19 Malicious Software Prevention, Detection and Correction
Regarding malicious software, such as computer viruses or trojan horses, management should establish a framework of adequate preventative, detective and corrective control measures, and occurrence response and reporting. Business and IT management should ensure that procedures are established across the organisation to protect information systems and technology from computer viruses. Procedures should incorporate virus protection, detection, occurrence response and reporting. 

· 5.20 Firewall Architectures and Connections with Public Networks
If connection to the Internet or other public networks exists, adequate firewalls should be operative to protect against denial of services and any unauthorised access to the internal resources; should control any application and infrastructure management flows in both directions; and should protect against denial of service attacks. 

· 5.21 Protection of Electronic Value
Management should protect the continued integrity of all cards or similar physical mechanisms used for authentication or storage of financial or other sensitive information, taking into consideration the related facilities, devices, employees and validation methods used.
Control Practice Statement 
Critical Success Factors (CSFs):
· An overall security plan is developed that covers the building of awareness, establishes clear policies and standards, identifies a cost-effective and sustainable implementation, and defines monitoring and enforcement processes 

· There is awareness that a good security plan takes time to evolve 

· The corporate security function reports to senior management and is responsible for executing the security plan 

· Management and staff have a common understanding of security requirements, vulnerabilities and threats, and they understand and accept their own security responsibilities 

· Third-party evaluation of security policy and architecture is conducted periodically 

· A “building permit” programme is defined, identifying security baselines that have to be adhered to 

· A “drivers licence” programme is in place for those developing, implementing and using systems, enforcing security certification of staff 

· The security function has the means and ability to detect, record, analyse significance, report and act upon security incidents when they do occur, while minimising the probability of occurrence by applying intrusion testing and active monitoring 

· A centralised user management process and system provides the means to identify and assign authorisations to users in a standard and efficient manner 

· A process is in place to authenticate users at reasonable cost, light to implement and easy to use 

Key Goal Indicators (KGIs):
· No incidents causing public embarrassment 

· Immediate reporting on critical incidents 

· Alignment of access rights with organizational responsibilities 

· Reduced number of new implementations delayed by security concerns 

· Full compliance, or agreed and recorded deviations from minimum security requirements 

· Reduced number of incidents involving unauthorized access, loss or corruption of information 

Key Performance Indicators (KPIs):
· Reduced number of security-related service calls, change requests and fixes 

· Amount of downtime caused by security incidents 

· Reduced turnaround time for security administration requests 

· Number of systems subject to an intrusion detection process 

· Number of systems with active monitoring capabilities 

· Reduced time to investigate security incidents 

· Time lag between detection, reporting and acting upon security incidents 

· Number of IT security awareness training days 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent The organisation does not recognise the need for IT security. Responsibilities and accountabilities are not assigned for ensuring security. Measures supporting the management of IT security are not implemented. There is no IT security reporting and no response process to IT security breaches. There is a complete lack of a recognisable system security administration process. 

· 1 Initial/Ad Hoc The organisation recognises the need for IT security, but security awareness depends on the individual. IT security is addressed on a reactive basis and not measured. IT security breaches invoke “finger pointing” responses if detected, because responsibilities are unclear. Responses to IT security breaches are unpredictable. 

· 2 Repeatable but Intuitive Responsibilities and accountabilities for IT security are assigned to an IT security co-ordinator with no management authority. Security awareness is fragmented and limited. IT security information is generated, but is not analysed. Security solutions tend to respond reactively to IT security incidents and by adopting third-party offerings, without addressing the specific needs of the organisation. Security policies are being developed, but inadequate skills and tools are still being used. IT security reporting is incomplete, misleading or not pertinent. 

· 3 Defined Process Security awareness exists and is promoted by management. Security awareness briefings have been standardised and formalised. IT security procedures are defined and fit into a structure for security policies and procedures. Responsibilities for IT security are assigned, but not consistently enforced. An IT security plan exists, driving risk analysis and security solutions. IT security reporting is IT focused, rather than business focused. Ad hoc intrusion testing is performed. 

· 4 Managed and Measurable Responsibilities for IT security are clearly assigned, managed and enforced. IT security risk and impact analysis is consistently performed. Security policies and practices are completed with specific security baselines. Security awareness briefings have become mandatory. User identification, authentication and authorisation are being standardised. Security certification of staff is being established. Intrusion testing is a standard and formalised process leading to improvements. Cost/benefit analysis, supporting the implementation of security measures, is increasingly being utilised. IT security processes are co-ordinated with the overall organisation security function. IT security reporting is linked to business objectives. 

· 5 Optimised IT security is a joint responsibility of business and IT management and is integrated with corporate security business objectives. IT security requirements are clearly defined, optimised and included in a verified security plan. Security functions are integrated with applications at the design stage and end users are increasingly accountable for managing security. IT security reporting provides early warning of changing and emerging risk, using automated active monitoring approaches for critical systems. Incidents are promptly addressed with formalised incident response procedures supported by automated tools. Periodic security assessments evaluate the effectiveness of implementation of the security plan. Information on new threats and vulnerabilities is systematically collected and analysed, and adequate mitigating controls are promptly communicated and implemented. Intrusion testing, root cause analysis of security incidents and pro-active identification of risk is the basis for continuous improvements. Security processes and technologies are integrated organisation wide. 

Indentify and Allocate Costs

Domain:  Delivery & Support
Process:  DS6 Identify and Allocate Costs
Business Goal: Identify and Allocate Costs satisfies the business goal of ensuring a correct awareness of the costs attributable to IT services.
Control Objective: Control over the process of identifying and allocating costs. 
Detailed Control Objectives (DCOs):
· IDENTIFY AND ALLOCATE COSTS 

· 6.1 Chargeable Items
IT management, with guidance from senior management, should ensure that chargeable items are identifiable, measurable and predictable by users. Users should be able to control the use of information services and associated billing levels. 

· 6.2 Costing Procedures
IT management should define and implement costing procedures to provide management information on the costs of delivering information services while ensuring cost effectiveness. Variances between forecasts and actual costs are to be adequately analysed and reported on to facilitate the cost monitoring. In addition, management should periodically evaluate the results of the IT function’s job cost accounting procedures, in light of the organisation’s other financial measurement systems. 

· 6.3 User Billing and Chargeback Procedures
IT management should define and use billing and chargeback procedures. It should maintain user billing and chargeback procedures that encourage the proper usage of computer resources and assure the fair treatment of user departments and their needs. The rate charged should reflect the associated costs of providing services. 

Critical Success Factors (CSFs):
· End-users, business process owners and the IT organisation share a common understanding of costing requirements and cost allocation 

· Direct and indirect costs are identified, captured, reported and analysed in a timely and automated manner 

· Costs are charged back on the basis of utilisation and recorded in charge-back principles that are formally accepted and regularly re-assessed 

· Cost reporting is used by all parties to review budget performance, to identify cost optimisation opportunities and to benchmark performance against reliable sources 

· There is a direct link between the cost of the service and the service level agreements 

· The results of cost allocation and optimisation are used to verify benefit realisation and are fed back into the next budget cycle 

Key Goal Indicators (KGIs):
· Continued cost optimization of information services by the IT function 

· Continued cost optimization of information services by users 

· Increased ratio of proven benefits to actual costs of IT services 

· Index of efficiency, based on a comparison of internal with external provider costs 

· Business management understanding/acceptance of IT costs and service levels 

Key Performance Indicators (KPIs):
· Percentage of variance between budgets, forecasts and actual costs 

· Percentage reduction in information service rates 

· Percentage increase in optimization of user service requests 

· Percentage increase in optimization of IT resources usage 

· Number of cost optimization initiatives 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent There is a complete lack of any recognisable process for identifying and allocating costs with respect to information services provided. The organisation has not even recognised that there is an issue to be addressed with respect to cost accounting and there is no communication about the issue. 

· 1 Initial/Ad Hoc There is a general understanding of the overall costs for information services, but there is no breakdown of costs per user, department, groups of users, service functions, projects or deliverables. There is virtually no cost monitoring, with only aggregate cost reporting to management. There is no charge-back process or system in place to bill users for costs incurred in delivering information services. 

· 2 Repeatable but Intuitive There is overall awareness of the need to identify and allocate costs. Cost allocation is based on informal or rudimentary cost assumptions, e.g., hardware costs, and there is virtually no linking to value drivers. Cost allocation processes are repeatable and some of them begin to be monitored. There is no formal training and communication on standard cost identification and allocation procedures. Responsibility is not assigned. 

· 3 Defined Process There is a defined and documented information services cost model. The model is institutionalised and communicated, and informal training is established. An appropriate level of awareness exists of the costs attributable to information services. An automated cost accounting system exists, but is focused on the information services function rather than on business processes. 

· 4 Managed and Measurable Information services cost management responsibilities and accountabilities are defined and fully understood at all levels and are supported by formal training. Direct and indirect costs are identified and reported in a timely and automated manner to management, business process owners and users. Generally, there is cost monitoring and evaluation, and actions are taken when processes are not working effectively or efficiently. Action is taken in many, but not all cases. Cost management processes are continuously being improved and enforce best internal practice. Information services cost reporting is linked to business objectives and service level agreements. There is involvement of all required internal cost management experts. 

· 5 Optimised Costs of services provided are identified, captured, summarised and reported to management, business process owners and users. Costs are identified as chargeable items and support a charge-back system that appropriately bills users for services provided, based on utilisation. Cost details support service level agreements. There is strong monitoring and evaluation of costs of services, where variances from budget amounts are identified and discrepancies are detailed and appropriately acted upon. Cost figures obtained are used to verify benefit utilisation and are used in the organisation’s budgeting process. Information services cost reporting provides early warning of changing business requirements through intelligent reporting systems. A variable cost model is utilised, derived from volumes processed for each service provided. Cost management has been refined to a level of best practices, based on the result of continuous improvement and maturity modelling with other organisations. External experts are leveraged and benchmarks are used for cost management guidance.
Educate and Train Users

Domain:  Delivery & Support
Process:  DS7 Educate and Train Users
Business Goal: Educate and Train Users satisfies the business goal of ensuring that users are making effective use of technology and are aware of the risks and responsibilities involved.
Control Objective: Control over the process of educating and training users. 
Detailed Control Objectives (DCOs):
· EDUCATE AND TRAIN USERS 

· 7.1 Identification of Training Needs
In line with the long-range plan, management should establish and maintain procedures for identifying and documenting the training needs of all personnel using information services. A training curriculum for each group of employees should be established. 

· 7.2 Training Organisation
Based on the identified needs, management should define the target groups, identify and appoint trainers, and organise timely training sessions. Training alternatives should also be investigated (internal or external location, in-house trainers or third-party trainers, etc.). 

· 7.3 Security Principles and Awareness Training
All personnel must be trained and educated in system security principles, including periodic updates with special focus on security awareness and incident handling. Management should provide an education and training programme that includes: ethical conduct of the IT function, security practices to protect against harm from
failures affecting availability, confidentiality, integrity and performance of duties in a secure manner. 

Critical Success Factors (CSFs):
· A comprehensive education and training program, focused on individual and corporate needs, is in place 

· The education and training programs are supported by budgets, resources, facilities and trainers 

· Training and education are critical components of the employee career paths 

· Employees and managers identify and document training needs 

· Needed training is provided in a timely manner 

· There is senior management support to ensure that employees perform their duties in an ethical and secure manner 

· Employees receive system security practices training in protecting against harm from failures affecting availability, confidentiality and integrity 

· Corporate policy requires that all employees receive a basic training program covering ethical conducts, system security practices and permitted use of IT resources 

· There is management acceptance that training costs are investments in lowering the total costs of technology ownership 

Key Goal Indicators (KGIs):
· Measured improvement in employee awareness of ethical conduct requirements, system security principles and performance of duties in an ethical and secure manner 

· Measured improvement in security practices to protect against harm from failures affecting availability, confidentiality and integrity 

· Number of help desk calls for training or to answer questions 

· Increased user satisfaction with roll out of new technologies specific IT Resources and is measured by Key Performance Indicators 

Key Performance Indicators (KPIs):
· Percentage of employees trained 

· Age of employee training curricula 

· Time lag between identification of training need and the delivery of the training 

· Number of training alternatives available to employees from in-house and third-party sources 

· Percentage of employees trained in ethical conduct requirements 

· Number of identified employee ethical violations 

· Percentage of employees trained in security practices 

· Number of identified security incidents related to employees 

· Increased identification and documentation of training needs and delivery of timely training 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent There is a complete lack of any training and education program. The organisation has not even recognised there is an issue to be addressed with respect to training and there is no communication on the issue. 

· 1 Initial/Ad Hoc There is evidence that the organisation has recognised the need for a training and education program, but there are no standardised processes. In the absence of an organised program, employees have been identifying and attending training courses on their own. Some of these training courses have addressed the issues of ethical conduct, system security awareness and security practices. The overall management approach lacks any cohesion and there is only sporadic and inconsistent communication on issues and approaches to address training and education. 

· 2 Repeatable but Intuitive There is awareness of the need for a training and education program and for associated processes throughout the organisation. Training is beginning to be identified in the individual performance plans of employees. Processes have developed to the stage where informal training and education classes are taught by different instructors, while covering the same subject matter with different approaches. Some of the classes address the issues of ethical conduct and system security awareness and practices. There is high reliance on the knowledge of individuals. Hever, there is consistent communication on the overall issues and the need to address them. 

· 3 Defined Process The training and education program has been institutionalised and communicated, and employees and managers identify and document training needs. Training and education processes have been standardised and documented. Budgets, resources, facilities and trainers are being established to support the training and education program. Formal classes are given to employees in ethical conduct and in system security awareness and practices. Most training and education processes are monitored, but not all deviations are likely to be detected by management. Analysis of training and education problems is only occasionally applied. 

· 4 Managed and Measurable There is a comprehensive training and education program that is focused on individual and corporate needs and yields measurable results. Responsibilities are clear and process ownership is established. Training and education is a component of employee career paths. Management supports and attends training and educational sessions. All employees receive ethical conduct and system security awareness training. All employees receive the appropriate level of system security practices training in protecting against harm from failures affecting availability, confidentiality and integrity. Management monitors compliance by constantly reviewing and updating the training and education program and processes. Processes are under improvement and enforce best internal practices. 

· 5 Optimised Training and education result in an improvement of individual performance. Training and education are critical components of the employee career paths. Sufficient budgets, resources, facilities and instructors are provided for the training and education programs. Processes have been refined and are under
continuous improvement, taking advantage of best external practices and maturity modelling with other organisations. All problems and deviations are analysed for root causes and efficient action is expediently identified and taken. There is a positive attitude with respect to ethical conduct and system security principles. IT is used in an extensive, integrated and optimised manner to automate and provide tools for the training and education program. External training experts are leveraged and benchmarks are used for guidance.
Assist and Advise Customers

Domain:  Delivery & Support
Process:  DS8 Assist and Advise Customers
Business Goal: Assist and Advise Customers satisfies the business goal of ensuring that any problem experienced by the user is appropriately resolved.
Control Objective: Control over the process of assisting and advising customers. 
Detailed Control Objectives (DCOs):
· ASSIST AND ADVISE CUSTOMERS 

· 8.1 Help Desk
User support should be established within a “help desk” function. Individuals responsible for performing this function should closely interact with problem management personnel. 

· 8.2 Registration of Customer Queries
Procedures should be in place to ensure that all customer queries are adequately registered by the help desk. 

· 8.3 Customer Query Escalation
Help desk procedures should ensure that customer queries which cannot immediately be resolved are appropriately escalated within the IT function. 

· 8.4 Monitoring of Clearance
Management should establish procedures for timely monitoring of the clearance of customer queries. Long outstanding queries should be investigated and acted upon. 

· 8.5 Trend Analysis and Reporting
Procedures should be in place which assure adequate reporting with regard to customer queries and resolution, response times and trend identification. The reports should be adequately analysed and acted upon. 

Critical Success Factors (CSFs):
· Up-to-date and easily accessible Frequently Asked Questions (FAQs) and their answers are available 

· Knowledgeable and customer-oriented support staff resolve problems in close co-operation with the problem management staff 

· All user inquiries are consistently and thoroughly registered by the help desk 

· User inquiries that cannot be resolved in a timely manner are appropriately escalated 

· The clearance of user inquiries is monitored 

· User questions are resolved in a timely manner 

· Those user inquiries that cannot be resolved in a timely manner are investigated and acted upon 

· Management monitors trends to identify root causes in a proactive manner and follows up with analysis and the development of sustainable solutions 

· Corporate policies and programs are defined for training users in technology use and security practices 

· There is management awareness of the cost of support services and user downtime and of the need to take action on root-cause issues 

· Support costs are charged back to the business using simple tools and clear policies 
Key Goal Indicators (KGIs):
· Reduced average time to resolve problems 

· Reduced repetitive inquiries on solved problems 

· Increased user satisfaction with the effectiveness and efficiency of the help desk 

· Increased user confidence in the services of the help desk 

· Improved efficiency measured by reduced help desk resources in relation to systems supported 

· Percent of problems resolved at first contact 

· Elapsed time per call 

Key Performance Indicators (KPIs):
· Number of repeat inquiries 

· Number of escalations 

· Number of inquiries 

· Time to resolve inquiries 

· Reduced trends in user inquiries requiring problem resolution 

· Cost per call 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent There is no support to resolve user questions and problems. There is a complete lack of a help desk function. The organisation has not recognised there is an issue to be addressed. 

· 1 Initial/Ad Hoc The organisation has recognised that a process supported by tools and personnel is required in order to respond to user queries and manage problem resolution. There is, however, no standardised process and only reactive support is provided. Management does not monitor user queries, problems or trends. There is no escalation process to ensure that problems are resolved. 

· 2 Repeatable but Intuitive There is organisational awareness of the need for a help desk function. Assistance is available on an informal basis through a network of knowledgeable individuals. These individuals have some common tools available to assist in problem resolution. There is no formal training and communication on standard procedures, and responsibility is left to the individual. However, there is consistent communication on the overall issues and the need to address them. 

· 3 Defined Process The need for a help desk function is recognised and accepted. Procedures have been standardised and documented and informal training is occurring. It is, however, left to the individual to get training and to follow the standards. Frequently Asked Questions (FAQs) and user guidelines are developed, but individuals must find them and may not follow them. Queries and problems are tracked on a manual basis and individually monitored, but a formal reporting system does not exist. Problem escalation is just emerging. The timely response to queries and problems is not measured and problems may go unresolved. 

· 4 Managed and Measurable There is a full understanding of the benefits of a help desk at all levels of the organisation and the function has been established in appropriate organisational units. The tools and techniques are automated with a centralised knowledge base of problems and solutions. The help desk staff closely interacts with the problem management staff. The responsibilities are clear and effectiveness is monitored. Procedures for communicating, escalating, and resolving problems are established and communicated. Help desk personnel are trained and processes are improved through the use of task-specific software. Root causes of problems are identified and trends are reported, resulting in timely correction of problems. Processes are under improvement and enforce best internal practice. 

· 5 Optimised The help desk function is established, well organised and takes on a customer service orientation, by being knowledgeable, customer focussed and helpful. Extensive, comprehensive FAQs are an integral part of the knowledge base. Tools are in place to enable a user to self-diagnose and resolve problems. IT is used to create, manage and improve access to automated knowledge bases that support problem resolution. Advice is consistent and problems are resolved quickly within a structured escalation process. Management utilises a pro-active notification process and trend analysis to prevent and monitor problems. Processes have been refined to the level of best external practices, based on the results of continuous improvement and maturity modelling with other organisations.
Manage the Configuration

Domain:  Delivery & Support
Process:  DS9 Manage the Configuration
Business Goal: Manage the Configuration satisfies the business goal of accounting for all IT components, prevent unauthorized alteration, verify physical existence and provide a basis for sound change management.
Control Objective: Control over the process of managing the configuration.
Detailed Control Objectives (DCOs):
· MANAGE THE CONFIGURATION 

· 9.1 Configuration Recording
Procedures should be in place to ensure that only authorised and identifiable configuration items are recorded in inventory upon acquisition. These procedures should also provide for the authorised disposal and consequential sale of configuration items. Moreover, procedures should be in place to keep track of changes to the configuration (e.g., new item, status change from development to prototype). Logging and control should be an integrated part of the configuration recording system including reviews of changed records. 

· 9.2 Configuration Baseline
IT management should be ensured that a baseline of configuration items is kept as a checkpoint to return to after changes. 

· 9.3 Status Accounting
IT management should ensure that the configuration records reflect the actual status of all configuration items including the history of changes. 

· 9.4 Configuration Control
Procedures should ensure that the existence and consistency of recording of the IT configuration is periodically checked. 

· 9.5 Unauthorised Software
Clear policies restricting the use of personal and unlicensed software should be developed and enforced. The organisation should use virus detection and remedy software. Business and IT management should periodically check the organisation’s personal computers for unauthorised software. Compliance with the requirements
of software and hardware license agreements should be reviewed on a periodic basis. 

· 9.6 Software Storage
A file storage area (library) should be defined for all valid software items in appropriate phases of the system development life cycle. These areas should be separated from each other and from development, testing and production file storage areas. 

· 9.7 Configuration Management Procedures
Configuration management procedures should be established to ensure that critical components of the organisation’s IT resources have been appropriately identified and are maintained. There should be an integrated process whereby current and future processing demands are measured and provide input to the IT resource acquisitions process. 

· 9.8 Software Accountability
Software should be labeled, inventoried and properly licensed. Library management software should be used to produce audit trails of program changes and to maintain program version numbers, creation-date information and copies of pre-vious
versions.
Critical Success Factors (CSFs):
· Owners are established for all configuration elements and are responsible for maintaining the inventory and controlling change 

· Configuration information is maintained and accessible, based on up-to-date inventories and a comprehensive naming convention 

· An appropriate software library structure is in place, addressing the needs of development, testing and production environments 

· There exists a release management policy and a system to enforce it 

· Record keeping and physical custody duties are kept segregated 

· There is integration with procurement and change management processes 

· Vendor catalogues and configuration are aligned 

· Configuration baselines exist, identifying the minimum standard components and integration requirements, consistency and integration criteria 

· An automatic configuration detection and checking mechanism is available 

· An automatic distribution and upgrade process is implemented 

· There is zero tolerance for illegal software 

Key Goal Indicators (KGIs):
· Percent of IT configuration identified and accounted for 

· Reduction in number of variances between accounts and physical situation 

· Quality index of information, including interrelationships, age, changes applied, status and related problems criteria 

· Usage index of information for proactive actions, including preventive maintenance and upgrade criteria 

Key Performance Indicators (KPIs):
· Percent of configuration components for which data is kept and updated automatically 

· Frequency of physical verifications 

· Frequency of exception analysis, addressing redundancy, obsolescence and correction of configuration 

· Time lag between modification to the configuration and the update of records 

· Number of releases 

· Percent of reactionary changes 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent Management does not have an appreciation of the benefits of having a process in place that is capable of reporting on and managing the IT infrastructure, for either hardware or software configurations. 

· 1 Initial/Ad Hoc The need for configuration management is recognised. Basic configuration management tasks, such as maintaining inventories of hardware and software, are performed on an individual basis. No standard practices are applied. 

· 2 Repeatable but Intuitive Management is aware of the benefits of controlling the IT configuration but there is implicit reliance on technical personnel knowledge and expertise. Configuration management tools are being employed to a certain degree, but differ among platforms. Moreover, no standard working practices have been defined. Configuration data content is limited and not used by interrelated processes, such as change management and problem management. 

· 3 Defined Process The need for accurate and complete configuration information is understood and enforced. The procedures and working practices have been documented, standardised and communicated, but training and application of the standards is up to the individual. In addition, similar configuration management tools are being implemented across platforms. Deviations from procedures are unlikely to be detected and physical verifications are performed inconsistently. Some automation occurs to assist in tracking equipment and software changes. Configuration data is being used by interrelated processes. 

· 4 Managed and Measurable The need to manage the configuration is recognised at all levels of the organisation and best practices continue to evolve. Procedures and standards are communicated and incorporated into training and deviations are monitored, tracked and reported. Automated tools are utilised, such as ‘push’ technology, to enforce standards and improve stability. Configuration management systems do cover most of the IT infrastructure and allow for proper release management and distribution control. Exception analysis, as well as physical verifications, are consistently applied and their root causes are investigated. 

· 5 Optimised All infrastructure components are managed within the configuration management system, which contains all necessary information about components and their interrelationships. The configuration data is aligned with vendor catalogues. Interrelated processes are fully integrated and use as well as update configuration data. Baseline audit reports provide essential hardware and software data for repair, service, warranty, upgrade and technical assessments of each individual unit. Authorised software installation rules are enforced. Management forecasts repairs and upgrades from analysis reports providing scheduled upgrades and technology refreshment capabilities. Asset tracking and monitoring of individual workstations protects assets and prevents theft, misuse and abuse.
Manage Problems and Incidents

Domain:  Delivery & Support
Process:  DS10 Manage Problems and Incidents
Business Goal: Manage Problems and Incidents satisfies the business goal of ensuring that problems and incidents are resolved, and the cause investigated to prevent any recurrence.
Control Objective: Control over the process of managing problems and incidents. 
Detailed Control Objectives (DCOs):
· MANAGE PROBLEMS AND INCIDENTS 

· 10.1 Problem Management System
IT management should define and implement a problem management system to ensure that all operational events which are not part of the standard operation (incidents, problems and errors) are recorded, analysed and resolved in a timely manner. Emergency programme change procedures should be promptly tested, documented, approved and reported. Incident reports should be established in the case of significant problems. 

· 10.2 Problem Escalation
IT management should define and implement problem escalation procedures to ensure that identified problems are solved in the most efficient way on a timely basis. These procedures should ensure that these priorities are appropriately set. The procedures should also document the escalation process for the activation of the IT continuity plan. 

· 10.3 Problem Tracking and Audit Trail
The problem management system should provide for adequate audit trail facilities which allow tracing from incident to underlying cause (e.g., package release or urgent change implementa-tion) and back. It should closely interwork with change management, availability management and configuration management. 

· 10.4 Emergency and Temporary Access Authorisations
Emergency and temporary access authorisations should be documented on standard forms and maintained on file, approved by appropriate managers, securely communicated to the security function and automatically terminated after a predetermined period. 

· 10.5 Emergency Processing Priorities
Emergency processing priorities should be established, documented and approved by appropriate program and IT management.
Critical Success Factors (CSFs):
· There is clear integration of problem management with availability and change management 

· Accessibility to configuration data, as well as the ability to keep track of problems for each configuration component, is provided 

· An accurate means of communicating problem incidents, symptoms, diagnosis and solutions to the proper support personnel is in place 

· Accurate means exist to communicate to users and IT the exceptional events and symptoms that need to be reported to problem management 

· Training is provided to support personnel in problem resolution techniques 

· Up-to-date roles and responsibilities charts are available to support incident management 

· There is vendor involvement during problem investigation and resolution 

· Post-facto analysis of problem handling procedures is applied 

Key Goal Indicators (KGIs):
· A measured reduction of the impact of problems and incidents on IT resources 

· A measured reduction in the elapsed time from initial symptom report to problem resolution 

· A measured reduction in unresolved problems and incidents 

· A measured increase in the number of problems avoided through pre-emptive fixes 

· Reduced time lag between identification and escalation of high-risk problems and incidents 

Key Performance Indicators (KPIs):
· Elapsed time from initial symptom recognition to entry in the problem management system 

· Elapsed time between problem recording and resolution or escalation 

· Elapsed time between evaluation and application of vendor patches 

· Percent of reported problems with already known resolution approaches 

· Frequency of coordination meetings with change management and availability management personnel 

· Frequency of component problem analysis reporting 

· Reduced number of problems not controlled through formal problem management 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent There is no awareness of the need for managing problems and incidents. The problem-solving process is informal and users and IT staff deal individually with problems on a case-by-case basis. 

· 1 Initial/Ad Hoc The organisation has recognised that there is a need to solve problems and evaluate incidents. Key knowledgeable individuals provide some assistance with problems relating to their area of expertise and responsibility. The information is not shared with others and solutions vary from one support person to another, resulting in additional problem creation and loss of productive time, while searching for answers. Management frequently changes the focus and direction of the operations and technical support staff. 

· 2 Repeatable but Intuitive There is a wide awareness of the need to manage IT related problems and incidents within both the business units and information services function. The resolution process has evolved to a point where a few key individuals are responsible for managing the problems and incidents occurring. Information is shared among staff; however, the process remains unstructured, informal and mostly reactive. The service level to the user community varies and is hampered by insufficient structured knowledge available to the problem solvers. Management reporting of incidents and analysis of problem creation is limited and informal. 

· 3 Defined Process The need for an effective problem management system is accepted and evidenced by budgets for the staffing, training and support of response teams. Problem solving, escalation and resolution processes have been standardised, but are not sophisticated. Nonetheless, users have received clear communications on where and how to report on problems and incidents. The recording and tracking of
problems and their resolutions is fragmented within the response team, using the available tools without centralisation or analysis. Deviations from established norms or standards are likely to go undetected. 
· 4 Managed and Measurable The problem management process is understood at all levels within the organisation. Responsibilities and ownership are clear and established. Methods and procedures are documented, communicated and measured for effectiveness. The majority of problems and incidents are identified, recorded, reported and analysed for continuous improvement and are reported to stakeholders. Knowledge and expertise are cultivated, maintained and developed to higher levels as the function is viewed as an asset and major contributor to the achievement of IT objectives. The incident response capability is tested periodically. Problem and incident management is well integrated with interrelated processes, such as change, availability and configuration management, and assists customers in managing data, facilities and operations. 

· 5 Optimised The problem management process has evolved into a forward-looking and proactive one, contributing to the IT objectives. Problems are anticipated and may even be prevented. Knowledge is maintained, through regular contacts with vendors and experts, regarding patterns of past and future problems and incidents. The recording, reporting and analysis of problems and resolutions is automated and fully integrated with configuration data management. Most systems have been equipped with automatic detection and warning mechanism, which are continuously tracked and evaluated.
Manage Data

Domain:  Delivery & Support
Process:  DS11 Manage Data
Business Goal: Manage Data satisfies the business goal of ensuring that data remains complete, accurate and valid during its input, update and storage.
Control Objective: Control over the process of managing data. 
Detailed Control Objectives (DCOs):
· MANAGE DATA 

· 11.1 Data Preparation Procedures
Management should establish data preparation procedures to be followed by user departments. In this context, input form design should help to assure that errors and omissions are minimised. Error handling procedures during data origination should reasonably ensure that errors and irregularities are detected, reported and corrected. 

· 11.2 Source Document Authorisation Procedures
Management should ensure that source documents are properly prepared by authorised personnel who are acting within their authority and that an adequate segregation of duties is in place regarding the origination and approval of source documents. 

· 11.3 Source Document Data Collection
The organisation’s procedures should ensure that all authorised source documents are complete and accurate, properly accounted for and transmitted in a timely manner for entry. 

· 11.4 Source Document Error Handling
Error handling procedures during data origination should reasonably ensure that errors and irregularities are detected, reported and corrected. 

· 11.5 Source Document Retention
Procedures should be in place to ensure original source documents are retained or are reproducible by the organisation for an adequate amount of time to facilitate retrieval or reconstruction of data as well as to satisfy legal requirements. 

· 11.6 Data Input Authorisation Procedures
The organisation should establish appropriate procedures to ensure that data input is performed only by authorised staff. 

· 11.7 Accuracy, Completeness and Authorisation
Checks
Transaction data entered for processing (people-generated, system-generated or interfaced inputs) should be subject to a variety of controls to check for accuracy, completeness and validity. Procedures should also be established to assure that input data is validated and edited as close to the point of origination as possible. 

· 11.8 Data Input Error Handling
The organisation should establish procedures for the correction and resubmission of data which was erroneously input. 

· 11.9 Data Processing Integrity
The organisation should establish procedures for the processing of data that ensure separation of duties is maintained and that work performed is routinely verified. The procedures should ensure adequate update controls such as run-to-run control totals and master file update controls are in place. 

· 11.10 Data Processing Validation and Editing
The organisation should establish procedures to ensure that data processing validation, authentication and editing are performed as close to the point of origination as possible. When using Artificial Intelligence systems, these systems should be placed in an interactive control frame-work with human operators to ensure that vital decisions are approved. 

· 11.11 Data Processing Error Handling
The organisation should establish data processing error handling procedures that enable erroneous transactions to be identified without being processed and without undue disruption of the processing of other valid transactions. 

· 11.12 Output Handling and Retention
The organisation should establish procedures for the handling and retention of output from its IT application programs. In case negotiable instruments (e.g., value cards) are the output recipients, special care should be taken to prevent misuse. 

· 11.13 Output Distribution
The organisation should establish and communicate written procedures for the distribution of IT output. 

· 11.14 Output Balancing and Reconciliation
The organisation should establish procedures for assuring that output routinely is balanced to the relevant control totals. Audit trails should be provided to facilitate the tracing of transaction processing and the reconciliation of disrupted data. 

· 11.15 Output Review and Error Handling
The organisation’s management should establish procedures for assuring that the accuracy of output reports is reviewed by the provider and the relevant users. Procedures should also be in place for controlling errors contained in the output. 

· 11.16 Security Provision for Output Reports
The organisation should establish procedures for assuring that the security of output reports is maintained for those awaiting distribution, as well as those already distributed to users. 

· 11.17 Protection of Sensitive Information During Transmission and Transport
Management should ensure that adequate protection of sensitive information is provided during transmission and transport against unauthorised access, modification and misaddressing. 

· 11.18 Protection of Disposed Sensitive Information
Management should define and implement procedures to prevent access to sensitive information and software from computers, disks and other equipment or media when they are disposed of or transferred to another use. Such procedures should guarantee that data marked as deleted or to be disposed cannot be retrieved by
any internal or third party. 

· 11.19 Storage Management
Procedures should be developed for data storage which consider retrieval requirements, and cost effectiveness and security policy. 

· 11.20 Retention Periods and Storage Terms
Retention periods and storage terms should be defined for documents, data, programmes and reports and messages (incoming and outgoing) as well as the data (keys, certificates) used for their encryption and authentication. 

· 11.21 Media Library Management System
The IT function should establish procedures to assure that contents of its media library containing data are inventoried systematically, that any discrepancies disclosed by a physical inventory are remedied in a timely fashion and that measures are taken to maintain the integrity of magnetic media stored in the library. 

· 11.22 Media Library Management Responsibilities Housekeeping procedures designed to protect media library contents should be established by IT management. Standards should be defined for the external identification of magnetic media and the control of their physical movement and storage to support accountability. Responsibilities for media (magnetic tape, cartridge, disks and diskettes) library management should be assigned to specific members of the IT function. 

· 11.23 Back-up and Restoration Management should implement a proper strategy for back-up and restoration to ensure that it includes a review of business requirements, as well as the development, implementation, testing and documentation of the recovery plan. Procedures should be set up to ensure that back-ups are satisfying the above-mentioned requirements. 

· 11.24 Back-up Jobs
Procedures should be in place to ensure back-ups are taken in accordance with the defined back-up strategy and the usability of back-ups is regularly verified. 

· 11.25 Back-up Storage
Back-up procedures for IT-related media should include the proper storage of the data files, software and related documentation, both on-site and off-site. Back-ups should be stored securely and the storage sites periodically reviewed regarding physical access security and security of data files and other items. 

· 11.26 Archiving
Management should implement a policy and procedures for ensuring that archival meets legal and business requirements, and is properly safe-guarded and accounted for. 

· 11.27 Protection of Sensitive Messages
Regarding data transmission over the Internet or any other public network, management should define and implement procedures and protocols to be used to ensure integrity, confidentiality and non-repudiation of sensitive messages. 

· 11.28 Authentication and Integrity
The authentication and integrity of information originated outside the organisation, whether received by telephone, voicemail, paper document, fax or e-mail, should be appropriately checked before potentially critical action is taken. 

· 11.29 Electronic Transaction Integrity
Taking into consideration that the traditional boundaries of time and geography are less reliant, management should define and implement appropriate procedures and practices for sensitive and critical electronic transactions ensuring integrity and authenticity of:
• atomicity (indivisible unit of work, all of its actions succeed or they all fail)
• consistency (if the transaction cannot achieve a stable end state, it must return the system to its initial state)
• isolation (a transaction’s behavior is not affected by other transactions that execute concurrently)
• durability (transaction’s effects are permanent after it commits, its changes should survive system failures) 

· 11.30 Continued Integrity of Stored Data Management should ensure that the integrity and correctness of the data kept on files and other media (e.g., electronic cards) is checked periodically. Specific attention should be paid to value tokens, reference files and files containing privacy information.
Critical Success Factors (CSFs):
· Data entry requirements are clearly stated, enforced and supported by automated techniques at all levels, including database and file interfaces 

· The responsibilities for data ownership and integrity requirements are clearly stated and accepted throughout the organisation 

· Data accuracy and standards are clearly communicated and incorporated into the training and personnel development processes 

· Data entry standards and correction are enforced at the point of entry 

· Data input, processing and output integrity standards are formalised and enforced 

· Data is held in suspense until corrected 

· Effective detection methods are used to enforce data accuracy and integrity standards 

· Effective translation of data across platforms is implemented without loss of integrity or reliability to meet changing business demands 

· There is a decreased reliance on manual data input and rekeying processes 

· Efficient and flexible solutions promote effective use of data 

· Data is archived and protected and is readily available when needed for recovery 

Key Goal Indicators (KGIs):
· A measured reduction in the data preparation process and tasks 

· A measured improvement in the quality, timeline and availability of data 

· A measured increase in customer satisfaction and reliance upon the data 

· A measured decrease in corrective activities and exposure to data corruption 

· Reduced number of data defects, such as redundancy, duplication and inconsistency 

· No legal or regulatory data compliance conflicts 

Key Performance Indicators (KPIs):
· Percent of data input errors 

· Percent of updates reprocessed 

· Percent of automated data integrity checks incorporated into the applications 

· Percent of errors prevented at the point of entry 

· Number of automated data integrity checks run independently of the applications 

· Time interval between error occurrence, detection and correction 

· Reduced data output problems 

· Reduced time for recovery of archived data 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent Data is not recognised as a corporate resource and asset. There is no assigned data ownership or individual accountability for data integrity and reliability. Data quality and security is poor or non-existent. Management relies on reports and analyses for decisions and future planning. 

· 1 Initial/Ad Hoc The organisation recognises a need for accurate data. Some methods are developed at the individual level to prevent and detect data input, processing and output errors. The process of error identification and correction is dependent upon manual activities of individuals, and rules and requirements are not passed on as staff movement and turnover occur. Management assumes that data is accurate because a computer is involved in the process. Data integrity and security are not management requirements and, if security exists, it is administered by the information services function. 

· 2 Repeatable but Intuitive The awareness of the need for data accuracy and maintaining integrity is prevalent throughout the organisation. Data ownership begins to occur, but at a department or group level. The rules and requirements are documented by key individuals and are not consistent across the organisation and platforms. Data is in the custody of the information services function and the rules and definitions are driven by the IT requirements. Data security and integrity are primarily the information services function’s responsibilities, with minor departmental involvement. 

· 3 Defined Process The need for data integrity within and across the organisation is understood and accepted. Data input, processing and output standards have been formalised and are enforced. The process of error identification and correction is automated. Data ownership is assigned, and integrity and security are
controlled by the responsible party. Automated techniques are utilised to prevent and detect errors and inconsistencies. Data definitions, rules and requirements are clearly documented and maintained by a database administration function. Data becomes consistent across platforms and throughout the organisation. The information services function takes on a custodian role, while data integrity control shifts to the data owner. Management relies on reports and analyses for decisions and future planning. 

· 4 Managed and Measurable Data is defined as a corporate resource and asset, as management demands more decision support and profitability reporting. The responsibility for data quality is clearly defined, assigned and communicated within the organisation. Standardised methods are documented, maintained and used to control data quality, rules are enforced and data is consistent across platforms and business units. Data quality is measured and customer satisfaction with information is monitored. Management reporting takes on a strategic value in assessing customers, trends and product evaluations. Integrity of data becomes a significant factor, with data security recognised as a control requirement. A formal, organisation-wide data administration function has been established, with the resources and authority to enforce data standardisation. 

· 5 Optimised Data management is a mature, integrated and cross-functional process that has a clearly defined and well-understood goal of delivering quality information to the user, with clearly defined integrity, availability and reliability criteria. The organisation actively manages data, information and knowledge as corporate resources and assets, with the objective of maximising business value. The corporate culture stresses the importance of high quality data that needs to be protected and treated as a key component of intellectual capital. The ownership of data is a strategic responsibility with all requirements, rules, regulations and considerations clearly documented, maintained and communicated.
Monitoring

Monitor the Process

Domain:  Monitoring
Process:  M1 Monitor the Processes
Business Goal: Monitor the Processes satisfies the business goal of ensuring the achievement of the performance objectives set for the IT processes.
Control Objective: Control over the process of monitoring the processes.
Detailed Control Objectives (DCOs): 
· MONITOR THE PROCESS 

· 1.1 Collecting Monitoring Data
For the IT and internal control processes, management should ensure relevant performance indicators (e.g., benchmarks) from both internal and external sources are being defined, and that data is being collected for the creation of management information reports and exception reports regarding these indicators. Controls should also be aimed at validating the propriety and integrity of both organisational and individual performance measures and indicators. 

· 1.2 Assessing Performance
Services to be delivered by the IT function should be measured (key performance indicators and/or critical success factors) by management and be compared with target levels. Assessments of the IT function should be performed on a continuous basis. 

· 1.3 Assessing Customer Satisfaction
At regular intervals management should measure customer satisfaction regarding the services delivered by the IT function to identify shortfalls in service levels and establish improvement objectives. 

· 1.4 Management Reporting
Management reports should be provided for senior management’s review of the organisation’s progress toward identified goals. Status reports should include the extent to which planned objectives have been achieved, deliverables obtained, performance targets met and risks mitigated. Upon review, appropriate management action should be initiated and controlled. 

Control Practice Statement 
Critical Success Factors (CSFs):
· Useful, accurate and timely management reports are available 

· Processes have defined and understood Key Goal Indicators and Key Performance Indicators 

· Measurements of IT performance include financial, operational, customer and organisational learning criteria that ensure alignment with organisation-wide goals and can be integrated with tools such as the IT Balanced Business Scorecard 

· There are clearly understood and communicated process objectives 

· A framework is established for defining and implementing IT governance reporting requirements 

· A knowledge base of historical performance is established 

Key Goal Indicators (KGIs):
· Consistent application of the right limited number of performance indicators 

· Increased number of process improvement opportunities detected and acted upon 

· Satisfaction of management and the governance entity with performance reporting 

· Reduced number of outstanding process deficiencies 

Key Performance Indicators (KPIs):
· Time lag between the process deficiency occurrence and reporting 

· Time lag between the reporting of a deficiency and action initiated 

· Ratio between process deficiencies reported and deficiencies subsequently accepted as requiring management attention follow-up (noise index) 

· Number of processes monitored 

· Number of cause and effect relations identified and incorporated in monitoring 

· Number of external benchmarks of process effectiveness 

· Time lag between business changes and any associated changes to performance indicators 

· Number of changes to the set of performance indicators without the business goals changing 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent The organisation has no monitoring process implemented. IT does not independently perform monitoring of projects or processes. Useful, timely and accurate reports are not available. The need for clearly understood process objectives is not recognised. 

· 1 Initial/Ad Hoc Management recognises a need to collect and assess information about monitoring processes. Standard collection and assessment processes have not been identified. Monitoring is implemented and metrics are chosen on a case-by-case basis, according to the needs of specific IT projects and processes. Monitoring is generally implemented reactively to an incident that has caused some loss or embarrassment to the organisation. Monitoring is implemented by the information services function for the benefit of other departments, but is not implemented over IT processes. Process definition and monitoring measures follow traditional financial, operations and internal control approaches, without specifically addressing the needs of the information services function. 

· 2 Repeatable but Intuitive Basic measurements to be monitored have been identified. Collection and assessment methods and techniques have been defined, but the processes have not been adopted across the entire organisation. Planning and management functions are created for assessing monitoring processes, but decisions are made based on the expertise of key individuals. Limited tools are chosen and implemented for gathering information, but may not be used to their full capacity due to a lack of expertise in their functionality. The information services function is managed as a cost centre, without assessing its contribution to the revenue generating entities of the organisation. 

· 3 Defined Process Management has communicated and institutionalised standard monitoring processes. Educational and training programs for monitoring have been implemented. A formalised knowledge base of historical performance information has been developed. Assessment is still performed at the individual IT process and project level and is not integrated among all processes. Tools for monitoring internal IT processes and service levels are being implemented. Measurements of the contribution of the information services function to the performance of the organisation have been defined, using traditional financial and operational criteria. IT-specific performance measurements are defined and implemented, but the non-financial and strategic measurements are still informal. Measures of customer satisfaction and service levels provided to the operating entities of the organisation are being implemented. 

· 4 Managed and Measurable Management has defined the tolerances under which processes must operate. Base-lining of monitoring results is being standardised and normalised. There is integration of metrics across all IT projects and processes. The information services function management reporting systems are formalised and fully automated. Automated tools are integrated and leveraged organisation-wide to collect and monitor operational information on applications, systems and processes. A framework has been defined for identifying strategically oriented KGIs, KPIs and CSFs to measure performance. Criteria for evaluating organisational development based on Maturity Models have been defined. Measurements of the information services function performance include financial, operational, customer and organisational learning criteria that ensure alignment with organisation-wide goals. 

· 5 Optimised A continuous quality improvement process is developed for updating organisation-wide monitoring standards and policies and incorporating industry best practices. All monitoring processes are optimised and support organisation-wide objectives. KGIs, KPIs and CSFs are routinely used to measure performance and are integrated into strategic assessment frameworks such as the IT Balanced Scorecard. Process monitoring and on-going re-design are consistent with plans developed based on process maturity models and with organisation-wide business process improvement plans. Benchmarking against industry and key competitors has become formalised, with well-understood comparison criteria. 

Assess Internal Control Adequacy

Domain:  Monitoring
Process:  M2 Assess Internal Control Adequacy
Business Goal: Assess Internal Control Adequacy satisfies the business goal of ensuring the achievement of the internal control objectives set for the IT processes.
Control Objective: Control over the process of assesing internal control adequacy. 
Detailed Control Objectives (DCOs): 
· ASSESS INTERNAL CONTROL ADEQUACY 

· 2.1 Internal Control Monitoring
Management should monitor the effectiveness of internal controls in the normal course of operations through management and supervisory activities, comparisons, reconciliations and other routine actions. Deviations should evoke analysis and corrective action. In addition, deviations should be communicated to the individual responsible for the function and also at least one level of management above that individual. Serious deviations should be reported to senior management. 

· 2.2 Timely Operation of Internal Controls
Reliance on internal controls requires that controls operate promptly to highlight errors and inconsistencies, and that these are corrected before they impact production and delivery. Information regarding errors, inconsistencies and exceptions should be kept and systematically reported to management. 

· 2.3 Internal Control Level Reporting
Management should report information on internal control levels and exceptions to the affected parties to ensure the continued effectiveness of its internal control system. Actions should be taken to identify what information is needed at a particular level of decision making. 

· 2.4 Operational Security and Internal Control Assurance
Operational security and internal control assur-ance should be established and periodically repeated, with self-assessment or independent audit to examine whether or not the security and internal controls are operating according to the stated or implied security and internal control requirements. Ongoing monitoring activities by
management should look for vulnerabilities and security problems.
Critical Success Factors (CSFs):
· Management clearly defines what components of the processes need to be controlled 

· Internal control, compliance and internal audit responsibilities are clearly understood 

· Competence and authority of the internal control compliance function exist, addressing delegation as appropriate 

· A properly defined IT control process framework is in place 

· A clear process is used for timely reporting of internal control deficiencies 

· Internal control monitoring data is accurate, complete and timely 

· There is management commitment to act on internal control deficiencies 

· There is alignment with risk assessment and security processes 

· A process is in place to support knowledge sharing on internal control incidents and solutions 

Key Goal Indicators (KGIs):
· Index of senior management satisfaction and comfort with reporting on internal control monitoring 

· Decreased probability of internal control incidents 

· Positive external qualification and certification reports 

· Number of control improvement initiatives 

· Absence of regulatory or legal non-compliance events 

· Decreased number of security incidents and quality defects 

Key Performance Indicators (KPIs):
· Number and coverage of control self-assessments 

· Timeliness between internal control deficiency occurrence and reporting 

· Number, frequency and coverage of internal compliance reports 

· Number of timely actions on internal control issues 

· Number of control improvements stemming 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent The organisation lacks procedures to monitor the effectiveness of internal controls. Management internal control reporting methods are absent. There is a general unawareness of IT operational security and internal control assurance. Management and employees have an overall lack of awareness of internal controls. 

· 1 Initial/Ad Hoc The organisation has a lack of management commitment for regular operational security and internal control assurance. Individual expertise in assessing internal control adequacy is applied on an ad hoc basis. IT management has not formally assigned responsibility for monitoring effectiveness of internal controls. IT internal control assessments are conducted as part of traditional financial audits, with methodologies and skill sets that do not reflect the needs of the information services function. 

· 2 Repeatable but Intuitive The organisation uses informal control reports to initiate corrective action initiatives. Planning and management processes are defined, but assessment is dependent on the skill sets of key individuals. The organisation has an increased awareness of internal control monitoring. Management has begun to establish basic metrics. Information services management performs monitoring over the effectiveness of critical internal controls on a regular basis. Controls over security are monitored and results are reviewed regularly. Methodologies and tools specific to the IT environment are starting to be used, but not consistently. Skilled IT staff is routinely participating in internal control assessments. Risk factors specific to the IT environment are being defined. 

· 3 Defined Process Management supports and has institutionalised internal control monitoring. Policies and procedures have been developed for assessing and reporting on internal control monitoring activities. A metrics knowledge base for historical information on internal control monitoring is being established. An education and training program for internal control monitoring has been implemented. Peer reviews for internal control monitoring have been established. Self-assessments and internal controls assurance reviews are established over operational security and internal control assurance and involve information services function management working with business managers. Tools are being utilised but are not necessarily integrated into all processes. IT process risk assessment policies are being used within control frameworks developed specifically for the IT organisation. The information system services function is developing its own, technically oriented, IT internal control capabilities. 

· 4 Managed and Measurable Management has established benchmarking and quantitative goals for internal control review processes. The organisation established tolerance levels for the internal control monitoring process. Integrated and increasingly automated tools are incorporated into internal control review processes, with an increased use of quantitative analysis and control. Process-specific risks and mitigation policies are defined for the entire information services function. A formal IT internal control function is established, with specialised and certified professionals utilising a formal control framework endorsed by senior management. Benchmarking against industry standards and development of best practices is being formalised. 

· 5 Optimised Management has established an organisation-wide continuous improvement program that takes into account lessons learned and industry best practices for internal control monitoring. The organisation uses state of the art tools that are integrated and updated, where appropriate. Knowledge sharing is formalised and formal training programs, specific to the information services function, are implemented. IT control frameworks address not only IT technical issues, but are integrated with organisation-wide frameworks and methodologies to ensure consistency with organisation goals.
Obtain Independent Assurance

Domain:  Monitoring
Process:  M3 Obtain Independent Assurance
Business Goal: Obtain Independent Assurance satisfies the business goal of increasing confidence and trust among the organization, customers and third-party providers.
Control Objective: Control over the process of obtaining independent assurance. 
Detailed Control Objectives (DCOs):
· OBTAIN INDEPENDENT ASSURANCE 

· 3.1 Independent Security and Internal Control Certification/Accreditation of IT Services
Management should obtain independent certification/accreditation of security and internal controls prior to implementing critical new IT services and re-certification/ re-accreditation of these services on a routine cycle after implementation. 

· 3.2 Independent Security and Internal Control Certification/Accreditation of Third-Party
Service Providers
Management should obtain independent certification/accreditation of security and internal controls prior to using IT service providers and re-certification/re-accreditation on a routine cycle. 

· 3.3 Independent Effectiveness Evaluation of IT Services
Management should obtain independent evaluation of the effectiveness of IT services on a routine cycle. 

· 3.4 Independent Effectiveness Evaluation of Third-Party Service Providers
Management should obtain independent evaluation of the effectiveness of IT service providers on a routine cycle. 

· 3.5 Independent Assurance of Compliance with Laws and Regulatory Requirements and Contractual Commitments
Management should obtain independent assurance of the IT function’s compliance with legal and regulatory requirements, and contractual commitments on a routine cycle. 

· 3.6 Independent Assurance of Compliance with Laws and Regulatory Requirements and Contractual Commitments by Third-Party Service Providers
Management should obtain independent assurance of third-party service providers’ compliance with legal and regulatory requirements and contractual commitments on a routine cycle. 

· 3.7 Competence of Independent Assurance Function
Management should ensure that the independent assurance function possesses the technical competence, and skills and knowledge necessary to perform such reviews in an effective, efficient and economical manner. 

· 3.8 Proactive Audit Involvement
IT management should seek audit involvement in a proactive manner before finalising IT service solutions.
Critical Success Factors (CSFs):
· There is continuous alignment with stakeholder needs 

· The organisation has defined processes for IT assurance activities, especially overall internal control, certification and major decisions 

· Benchmarking of external service providers is routinely performed 

· Major IT decisions have an up-front requirements analysis for a third-party assurance opinion 

· Prior to obtaining independent assurance, a high-level risk assessment is performed with the key stakeholders 

· There is a commitment to leverage independent assurance for sustainable improvement 

· Assurance activities are performed in accordance with generally accepted practices, such as SysTrust 

· There is a partnership between auditor and auditee, to encourage cooperation 

Key Goal Indicators (KGIs):
· Increased number of accepted opinions on the overall system of internal control for all agreed domains 

· Increased number of quality certifications or accreditations for all agreed domains 

· Increased number of second opinions reported to the stakeholders for major IT decisions such as going live, contract negotiations, joint ventures and major acquisitions 

· Percentage of recommendations closed on time relative to independent internal control reviews, quality certifications or accreditations and second opinions 

· Reduced number of failed or reversed major IT decisions  

· Index of confidence and trust of stakeholders 

Key Performance Indicators (KPIs):
· Reduced overhead of obtaining assurance and certifications 

· Timeliness of assurance reporting 

· Timeliness of assurance activities 

· Number of assurance processes initiated 

· Number of iterations before assurance reports are accepted 

· Number of IT decisions requiring assurance where no assurance was sought 

· Number of IT decisions not requiring assurance where assurance was sought 

· Reduced number of failed or reversed major IT decisions after a positive assurance was obtained 

Maturity Model, sorted by Maturity Level: 
· 0 Non-existent The organisation does not have assurance processes in place. Security policies are not implemented. Service level agreements have not been developed and processes are not measured. Management has not instituted any assurance or certification programs. 

· 1 Initial/Ad Hoc The organisation manages IT processes independently. Certification and assurance processes are in place on an exception basis. Certification and assurance are driven by events such as regulatory changes or requirements or customer demand. The assurance process is conducted reactively by task forces or by technical specialists who do not have specific assurance skills. 

· 2 Repeatable but Intuitive Information services function management has implemented processes for managing assurance activities. Assurance requirements are still linked to business needs and requirements and are driven by the information system services function. Risk management, as part of information services function management, drives certification and assurance programs. The information services function performs risk assessments to identify system level risks. Senior management supports and has committed to independent assurance. Methods and techniques are developed for certification and assurance and are being benchmarked to develop best practices. The process for selecting internal or external resources is being formalised. 

· 3 Defined process The organisation has defined and institutionalised the processes for IT assurance activities and the criteria for using internal and external resources based on the level of expertise, sensitivity and independence required. Assurance processes include legal and regulatory requirements, certification needs, general organisational effectiveness and identification of best practices. Assurance requirements have been developed for IT processes. Management conducts participative reviews of all assurance activities. Management outside of the information services function has proactive involvement in assurance and certification reviews. A knowledge base of certification and assurance best practices has been developed. Key IT processes have been certified. 

· 4 Managed and Measurable Management has implemented assurance processes for ensuring that critical IT processes are identified and have specific assurance plans. IT processes are reviewed in the context of the business process they support. Assurance processes are quantitatively managed and controlled. Management uses what is learned from assurance and certification processes to improve other processes, based on what was learned. The knowledge base is utilised to ensure that best practices are used in new processes and to benchmark other processes. A formal process is in place to ensure the competence of the assurance function by continually evaluating the balance between internally-and externally-available knowledge and skills. Cost/benefit criteria for conducting internal and external-based assessments are defined. 

· 5 Optimised Management has implemented measures to ensure that all critical business processes have assurance processes over the IT infrastructures that support them. The organisation has a continuous improvement program for the assurance and certification processes that reflects industry best practices. Management has developed the ability to quickly integrate the results of assurance and certification activities into organisation-wide processes. The effectiveness of third-party service providers and relationships with business partners are routinely evaluated. There is a formally-defined strategy, supported by senior management, for developing compliance with national and international standards and for obtaining certifications that are seen as providing recognition and a competitive advantage.
Provide for Independent Audit

Domain:  Monitoring
Process:  M4 Provide for Independent Audit
Business Goal: Provide for Independent Audit satisfies the business goal of increasing confidence levels and benefit from best practice advice.
Control Objective: Control over the process of providing for independent audit. 
Detailed Control Objectives (DCOs):
· PROVIDE FOR INDEPENDENT AUDIT 

· 4.1 Audit Charter
A charter for the audit function should be established by the organisation’s senior management. This document should outline the responsibility, authority and accountability of the audit function. The charter should be reviewed periodically to assure that the independence, authority and accountability of the audit function are maintained. 

· 4.2 Independence
The auditor should be independent from the auditee in attitude and appearance (actual and perceived). Auditors should not be affiliated with the section or department being audited, and, to the extent possible, should also be independent of the subject organisation itself. Thus, the audit function is to be sufficiently independent of the area being audited to permit objective completion of the audit. 

· 4.3 Professional Ethics and Standards
The audit function should ensure adherence to applicable codes of professional ethics (e.g., Code of Professional Ethics of the Information Systems Audit and Control Association) and auditing standards (e.g., Standards for Information Systems Auditing of the Information Systems Audit and Control Association) in all that they do. Due professional care should be exercised in all aspects of the audit work, including the observance of applicable audit and IT standards. 

· 4.4 Competence
Management should ensure that the auditors responsible for the review of the organisation's IT activities are technically competent and collectively possess the skills and knowledge (i.e., CISA domains) necessary to perform such reviews in an effective, efficient and economical manner. Management should ensure that audit staff assigned to information systems auditing tasks maintain their technical competence through appropriate continuing professional education. 

· 4.5 Planning
Senior management should establish a plan to ensure that regular and independent audits are obtained regarding the effectiveness, efficiency and economy of security and internal control procedures, and management's ability to control IT function activities. Senior management should determine priorities with regard to obtaining
independent audits within this plan. Auditors should plan the information systems audit work to address the audit objectives and to comply with applicable professional auditing standards. 

· 4.6 Performance of Audit Work
Audits should be appropriately supervised to provide assurances that audit objectives are achieved and applicable professional auditing standards are met. Auditors should ensure that they obtain sufficient, reliable, relevant and useful evidence to achieve the audit objectives effectively. The audit findings and conclusions are to be supported by appropriate analysis and interpretation of this evidence. 

· 4.7 Reporting
The organisation’s audit function should provide a report, in an appropriate form, to intended recipients upon the completion of audit work. The audit report should state the scope and objectives of the audit, the period of coverage, and the nature and extent of the audit work performed. The report should identify the organisation, the intended recipients and any restrictions on circulation. The audit report should also state the findings, conclusions and recommendations concerning the audit work performed, and any reservations or qualifications that the auditor has with respect to the audit. 

· 4.8 Follow-up Activities
Resolution of audit comments rests with management. Auditors should request and evaluate appropriate information on previous findings, conclusions and recommendations to determine whether appropriate actions have been implemented in a timely manner.
Critical Success Factors (CSFs):
· An audit committee that defines and supports an audit mandate that provides for the independence, responsibility, authority and accountability of the audit function 

· Risk-based planning is used to identify business and IT activities for initial and cyclical reviews 

· The planning and conducting of audits are proactive 

· The audit methodology is properly supported by tools and techniques 

· Clearly-agreed on practices between management and audit are established for tracking and closing audit recommendations and for reporting on global status 

· Auditors perform impact assessments of recommendations, including cost, benefit and risk 

· Audits are performed in accordance with generally accepted auditing standards 

Key Goal Indicators (KGIs):
· Increased level of confidence derived from independent audit activities 

· Increased adoption of best practices as a result of independent audit advice and recommendations 

· Increased value for the money 

· Increased level of communication with the audit committee and senior management 

Key Performance Indicators (KPIs):
· Increased level of satisfaction with the audit function working relationship 

· Number of corrective and sustainable actions taken as a result of new audit findings 

· Increased number of auditors with professional and technical certifications 

· Improved cycle time of the audit process, from planning through reporting 

Maturity Model, sorted by Maturity Level:
· 0 Non-existent Management is unaware of the importance of an independent audit function and independent audits do not take place. 

· 1 Initial/Ad Hoc An informal IT audit function exists which carries out independent reviews from time to time. There is no overall plan for providing independent audits and no co-ordination between reviews. Independent audit planning, managing and reporting are based on individual expertise. The quality of planning and delivery of audit services is generally poor, with variable results and very limited management involvement. 

· 2 Repeatable but Intuitive Provision of an independent audit function is recognised by management as being potentially useful, but there is no written policy defining its purpose, authority and responsibilities. Senior management has not established an infrastructure and process to ensure that independent audits are performed on a regular basis. Independent audit planning, managing and reporting follows a similar pattern, based on previously gained experience and the expertise of the team members. There is little co-ordination between audits and limited follow-up of previous audit findings. IT management interest and involvement in the audit process is inconsistent and dependent on the perceived quality of the specific audit team. 

· 3 Defined Process A charter for the IT audit function is established by senior management and followed in providing for the independence and authority of the audit function. Audit management has identified and understands the IT environment and initiatives. A process is established for planning and managing audits. Audit staff is expected to comply with auditing standards, but results may be variable. Resolution of audit comments does occur, but often there is poor follow-up and closure. Basic elements of quality assurance are established to assure that practices comply with applicable auditing standards and to improve the effectiveness of audit function activities. The IT, financial and process audit functions are not generally integrated. IT management is aware of the need for independent audits, but is not always satisfied with the quality provided and does not have confidence that the function has adequate knowledge to make valid recommendations. 

· 4 Managed and Measurable Strategic and operational risk-based audit plans are established, based on an assessment of current and future needs. Individual audit plans are developed, based on a cyclical operational plan and resource availability. The audit process can be tailored to specific assignments. A process knowledge base is established and is developed to ensure that quality assessments can be made and useful recommendations are generated. Audits are co-ordinated and integrated with any associated financial and process audits. Results are reported to management and follow-up occurs to ensure that management has taken corrective actions on critical issues identified by the audits. A structured quality assurance function facilitates quantitative management and control of the audit process. The IT audit function participates in the development of corrective actions and in projects to ensure that controls are appropriately built into processes. IT management is usually positively involved in all audits and makes use of audit results to improve performance. 

· 5 Optimised The audit function is capable of rapidly responding to management concerns related to business process and IT control risk issues on a continuous, organisation-wide basis. Audit planning is closely integrated with business and IT strategies. Audit processes are monitored and analysed for improvement in adapting to changing environmental conditions. This includes quantitatively monitoring activities in the auditing community and taking into account state-of-the-art industry best practices and other external trends in adjusting auditing processes. Audit is involved in the development of business plans and in all projects that support business plans, to ensure that the appropriate controls are included into all processes. Audit is consulted on all projects for control and business advice.
